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On May 11, 2016, in the wake of the 
“Panama Papers” disclosures, the US 
Department of the Treasury’s Financial 

Crimes Enforcement Network (FinCEN) pub-
lished the fi nal version of anti-money launder-
ing (AML) regulations requiring certain fi nancial 
institutions to identify the “benefi cial owners” of 
each “legal entity customer” and to verify the iden-
tities of such owners.1 Th e new regulations, initially 
proposed in 2014, took eff ect on July 11, 2016.2 
However, covered fi nancial institutions have until 
May 11, 2018 (the applicability date) to imple-
ment the required procedures. Industry response 
after its promulgation has been quiet compared 
with the fervent response to the proposed rule 
in 2014.

Current Law
Under existing AML regulations, covered fi nan-

cial institutions are required to implement a cus-
tomer identifi cation program, also known as “know 
your customer” (KYC) procedures, to verify the 
identity of each individual and entity that becomes 
a new customer or client. However, a fi nancial 
institution has thus far not been obligated to “look 
through” the entity that is the customer of record to 
its benefi cial owners. 

The New Customer Due Diligence 
Requirements

In general, a covered fi nancial institution will be 
required to implement new customer due diligence 
(CDD) procedures to obtain benefi cial owner infor-
mation from legal entity customers organized under 
a US or foreign jurisdiction, including corporations, 
limited liability companies, partnerships, and similar 
entities. However, sole proprietorships, unincorpo-
rated associations, trusts (other than statutory trusts), 
and a series of entities enumerated in the new regula-
tions will not be treated as legal entity customers.

Benefi cial owner due diligence covers two types 
of individuals. First, a covered fi nancial institution 
must identify and verify any natural person having 
an equity ownership interest of 25 percent or more 
in a legal entity customer. Second, a covered fi nan-
cial institution must also identify and verify a control 
person, meaning any individual having signifi cant 
responsibility for controlling, managing, or directing 
the legal entity customer. Examples of a control per-
son are a CEO, managing member, general partner or 
senior executive offi  cer, or other individual who regu-
larly performs such functions. If no individual satisfi es 
the ownership interest prong, the covered fi nancial 
institution must identify and verify the identity only 
of a control person of that customer. 

FinCEN Issues Long-Anticipated 
Requirements for AML Due Diligence 
on Benefi cial Owners
By David Mortlock, Russell L. Smith, Barbara Block, and Noman A. Goheer

VOL. 23, NO. 8  •  AUGUST 2016



2 THE INVESTMENT LAWYER

Copyright © 2016 by CCH Incorporated. All Rights Reserved.

Beginning on the applicability date, covered 
fi nancial institutions will be required to estab-
lish and maintain written procedures “reasonably 
designed” to identify and verify the identities of 
benefi cial owners of legal entity customers and to 
maintain the relevant records. Such benefi cial owner 
due diligence must be conducted at the time a new 
account is opened and also when, in the course of 
normal customer transaction monitoring, the fi nan-
cial institution detects information pertinent to its 
assessment of the money-laundering risk posed by 
the customer. Furthermore, while the new CDD 
rule is not retroactive, customer information does 
need to be updated on an event-driven basis during 
the monitoring of customer accounts. For example, 
newly detected information or activity could neces-
sitate an update of the customer information. Th e 
required information can be obtained by using 
either the certifi cation form provided by FinCEN 
in Appendix A of the new regulations or any other 
method that complies with the substantive require-
ments of the regulations. 

Th e identifi cation and verifi cation procedures 
for benefi cial owners are similar to those for indi-
vidual customers under a fi nancial institution’s KYC 
program (for example, production of a government-
issued photo ID) except that for benefi cial own-
ers, the fi nancial institution may rely on copies of 
identity documents. Th e fi nancial institution will be 
permitted to rely on the benefi cial ownership infor-
mation provided by the legal entity customer, as 
long as the fi nancial institution has no “knowledge 
of facts that would reasonably call into question the 
reliability of the information.” 

Covered Financial Institution
Th e new CDD requirements will be binding on 

“covered fi nancial institutions,” a term encompass-
ing fi nancial entities currently subject to industry-
specifi c AML regulations, for example, banks and 
other depository institutions; brokers or dealers in 
securities, mutual funds, futures commission mer-
chants; and introducing brokers in commodities. 

Th e new requirements will not apply to regis-
tered investment advisers, since a registered invest-
ment adviser is not a “fi nancial institution” within 
the meaning of the existing Treasury Department 
AML regulations.3 Th erefore, an adviser will not be 
required to identify and verify the benefi cial owners 
of a legal entity investing in a private equity or hedge 
fund that the adviser operates or advises. However, if 
such a fund opens an account with a covered fi nan-
cial institution, the institution will be required to 
identify and verify the identity of a control person of 
that fund, as discussed below.

Covered fi nancial institutions will not be 
required to identify and verify the identity of benefi -
cial owners of 16 types of entities that the new reg-
ulations exclude from the defi nition of legal entity 
customer. Among the excluded entities are:

federally regulated fi nancial institutions—
including the covered fi nancial institutions sub-
ject to the new requirements—and state banks 
regulated by state banking regulators;
domestic government agencies and instrumen-
talities, and certain legal entities with govern-
ment authority; 
entities whose common stock is listed on the New 
York Stock Exchange, the NYSE MKT (formerly 
the American Stock Exchange), or the NASDAQ; 
investment companies registered with the 
Securities and Exchange Commission (the SEC) 
under the Investment Company Act of 1940;
Investment advisers registered with the SEC 
under the Investment Advisers Act of 1940;
entities registered with the Commodity Futures 
Trading Commission, including commodity 
pool operators, commodity trading advisers, 
retail foreign exchange dealers, swap dealers, and 
major swap participants;
state-regulated insurance companies;
public accounting fi rms registered under Section 
102 of the Sarbanes-Oxley Act;
US bank holding companies and savings and 
loan holding companies;
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pooled investment vehicles operated or advised 
by “a fi nancial institution that is excluded from 
the defi nition of legal entity customer;”
insurance companies subject to state regulation;
certain fi nancial market utilities;
foreign fi nancial institutions whose home coun-
try regulators maintain benefi cial ownership 
information on such institutions; and
other legal entities, only to the extent that 
they open private banking accounts subject to 
FinCEN’s private banking account rule. 

A pooled investment vehicle (that is, a private 
equity or hedge fund) operated or advised by a reg-
istered investment adviser would be considered a 
legal entity customer since an adviser is not a fi nan-
cial institution under AML regulations. Th erefore, a 
covered fi nancial institution would have to identify 
and verify benefi cial owners of such funds. However, 
in its commentary on the new regulations, FinCEN 
acknowledged the diffi  culty of tracking the specifi c 
equity ownership interests in pooled investment 
vehicles. As a result, the fi nal rule provides that a 
covered fi nancial institution need only identify and 
verify the control person of such pooled investment 
vehicle customer, and not its equity owners.

Obligations on Customers
Although the new CDD procedures will be bind-

ing on covered fi nancial institutions, there is no legal 
requirement that a customer comply with an institu-
tion’s information requests. However, a covered fi nan-
cial institution is not required to do business with a 
customer that refuses to provide the requested benefi -
cial owner information. Th erefore, it is unlikely that a 
legal entity customer would be able to establish a new 
fi nancial relationship with a covered fi nancial institu-
tion after the applicability date without providing ben-
efi cial owner information, unless an exclusion applies.

Trusts as Benefi cial Owners
If 25 percent or more of the equity interests of 

a legal entity customer are owned by a trust (other 

than a statutory trust), covered fi nancial institutions 
would satisfy the ownership prong of the benefi cial 
ownership requirement by obtaining and verifying 
the identity of the trustee. FinCEN further clarifi es 
in its commentary on the regulations that a covered 
fi nancial institution would also be required to iden-
tify an individual associated with the trust under the 
control prong. However, one individual could satisfy 
both prongs, according to FinCEN.

Other Provisions
Separately, the new regulations will make explicit 

several components of a covered fi nancial institution’s 
AML policy that had previously only been implied 
in agency guidance. FinCEN originally required an 
AML policy to have, at minimum, four basic ele-
ments, which came to be known informally as “the 
four pillars.” Th e new regulations will add a fi fth pillar 
consisting of three procedures that had been suggested 
or implied in guidance but not expressly required by 
the regulations.4 Specifi cally, covered fi nancial institu-
tions will be required to (i) develop an understanding 
of the nature and purpose of each of their customer 
relationships as part of their eff orts to develop cus-
tomer risk profi les, (ii) conduct ongoing monitoring 
of customer accounts in order to report suspicious 
transactions, and (iii) maintain and update the cus-
tomer information in their records.5 

Industry Reaction
As summarized in the Federal Register notice, the 

majority of the private sector commenters asserted 
that the proposed benefi cial ownership requirement 
would be burdensome to implement, require more 
than the 12 months originally proposed for imple-
mentation, be more expensive for covered fi nancial 
institutions than estimated by FinCEN, and not 
achieve the proposal’s expressed goals.

Industry reaction has been muted since FinCEN 
published the fi nal rules, likely stemming from the 
fact that the rule has been in development since 
2012 and much of the securities industry is preoc-
cupied with other recently fi nalized rules that could 
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their legal entity customer base and their AML poli-
cies, and plan to update their procedures to ensure 
compliance with the “fi fth pillar” by the May 2018 
implementation date.

Mr. Mortlock is a partner, Mr. Smith is 
counsel, and Ms. Block and Mr. Goheer are 
associates, in the Washington, DC offi  ce of 
Willkie Farr & Gallagher LLP.

NOTES
1 Th e fi nal rule was published at 81 Fed. Reg. 29398-

29458 (May 11, 2016) and adds a new section to the 
AML regulations at 31 C.F.R. § 1010.230.

2 For a description of the regulations as originally 
proposed, please see Willkie Farr & Gallagher LLP, 
“Treasury Department’s Proposed Anti-Money 
Laundering Regulations Would Require ‘Know 
Your Customer’ Due Diligence to Look Th rough to 
‘Benefi cial Owners’ ” (Aug. 5, 2014).

3 On September 1, 2015, FinCEN published proposed 
regulations that would defi ne registered investment 
advisers as “fi nancial institutions” and require them to 
implement AML programs meeting certain minimum 
standards. Th e proposed regulations are still pend-
ing but will likely be fi nalized in 2016. As proposed, 
these regulations do not require investment advisers to 
implement CDD procedures with respect to benefi cial 
owners of their customers (i.e., their investors), but this 
could change when the fi nal regulations are issued.

4 Th e original four pillars include the following: estab-
lishment of internal controls reasonably designed to 
prevent or detect money laundering; designation of 
an individual responsible for AML compliance; train-
ing for the appropriate personnel; and periodic inde-
pendent testing of the AML program’s eff ectiveness.

5 Th e additional provisions may be found in the 
following new sections of Chapter X of 31 C.F.R.: 
Section 1020.210 (banks); Section 1023.210 
(broker-dealers); Section 1024.210 (mutual funds); 
and Section 1026.210 (futures commission mer-
chants and introducing brokers in commodities).

be even more burdensome. Th e securities industry is 
generally appreciative of the level of engagement by 
FinCEN with the industry prior to the rule’s fi naliza-
tion. Furthermore, the fi nal rule requires implementa-
tion by May 2018, addressing a central concern of the 
fi nancial industry and providing double the amount 
of time for compliance than the originally proposed 
one year. 

Offi  cials from the Credit Union National 
Association stated that while they were pleased about 
the time extension on the applicability date, they are 
still not happy with the fi nal result. “Although this 
is a fi nal rule, we will continue to push FinCEN for 
improvements,” the association said in a response to 
the announcement.

Th e Obama Administration continues to push for 
wider ranging legislation that would require states to 
collect benefi cial ownership information at a company’s 
formation or when company ownership is transferred, 
rather than on the creation of an account with a fi nan-
cial institution. On April 13, 2016, Josh Drobnyk, a 
Treasury spokesman, published a Treasury Notes Blog 
post titled “Targeting Tax and Sanctions Evasion, 
Money Laundering, and Other Illicit Activities” advo-
cating that legislation must require that all companies 
know and disclose adequate and accurate benefi cial 
ownership information at the time of creation, regu-
larly update this information upon any change, and 
face penalties for failure to comply. Th is legislation was 
proposed simultaneously with publication of the fi nal 
benefi cial ownership rule. It is similar to legislation 
previously proposed by the Obama Administration 
that did not garner enough congressional support to 
be enacted. Th e recently proposed measure is likely to 
face similar obstacles this year.

Conclusion
Although the fi nancial industry has almost two 

years to prepare for the implementation of the new 
regulations, the industry’s reaction makes it clear that 
compliance preparation is likely to be burdensome 
and time-consuming. Th erefore, covered fi nancial 
institutions should begin reviewing the nature of 
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