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Congress Passes Take It Down Act, Imposing New
Burdens on Platforms to Establish a Takedown
Process for Nonconsensual Intimate Images

By Nicholas Reddick, Susan Rohol and Elodie Currier Stoffel

he president recently signed into law the Take It

Down' Act (the Act), imposing new burdens on
websites, forums, and other online platforms to address
deepfake pornography and other forms of nonconsen-
sual intimate imagery. The Act, which passed Congress
nearly unanimously, gives websites that host user-gen-
erated content® one year to develop a notice and take-
down process for nonconsensual digital forgeries of
identifiable individuals.? The Take It Down Act covers
a wide array of platforms across the internet, requiring
their owners to draft new notices and develop new pro-
cesses to comply.

Nicholas Reddick (nreddick@willkie.com) and Susan Rohol
(srohol@willkie.com) are partners at Willkie Farr & Gallagher LLP.
Elodie Currier Stoffel (ecurrier@willkie.com) is an associate at the
firm.

THE PROBLEM: DEEPFAKE
PORNOGRAPHY AND
NONCONSENSUAL INTIMATE
IMAGERY

Deeptake pornography — or the use of software to
create realistic nude images of unwilling participants —
has been an issue for platforms for nearly a decade. The
explosion of generative artificial intelligence/machine
learning (AI/ML) software over the past three years,
however, has raised the prevalence of these acts and pro-
file of the issue. Current deepfakes are essentially indis-
tinguishable from real-world content,* and making them
is simple and near-costless. Nonconsensual intimate
imagery produced using generative Al has been used to
target celebrities and government figures, and as a day-
to-day tool of harassment in middle and high schools.”

Deepfake pornography has also drawn attention to
the broader issue of nonconsensual intimate media.
Nonconsensual intimate media includes a wide array
of content, including deepfake pornography, intimate
image abuse by former partners (revenge porn) and
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digital sex crimes (upskirting, downblousing, and the
use of hidden cameras to capture nude and/or sex-
ual images of unwitting subjects). The proliferation of
mobile phone cameras and microcameras, as well as the
rise of social media, has assisted criminals in creating,
monetizing, and sharing these images. In 2017, a study
by the Cyber Civil Rights Initiative found that one in
12 American social media users had nonconsensual inti-
mate media of them shared online, and one in eight had
been threatened with such sharing.® Criminalized in 49
states and the District of Columbia, the sharing of non-
consensual intimate media is often tied to attempts to
extort its victims for money or further images.’

EXISTING STATE AND FEDERAL
REGULATION OF DEEPFAKES AND
NONCONSENSUAL INTIMATE

IMAGERY

Prior regulation of deepfake pornography has been
largely state-dependent, or has relied on existing criminal
prohibitions on Child Sexual Abuse Material (CSAM)
and other nonconsensual intimate imagery.® Regulation
of nonconsensual intimate imagery at the state level
has focused on criminalizing the act of sharing itself, as
Section 230 created a major barrier for platform liability
for the spread of nonconsensual intimate media. AI/ML
developers have put up guardrails to make it more difhi-
cult for users to prompt their models to produce nudity
in general, and nonconsensual intimate imagery in partic-
ular. Many social media platforms have also taken steps to
ban nonconsensual intimate imagery and digital noncon-
sensual intimate imagery as state laws have proliferated.

California has taken a leading position in legislating
to target harms posed by AI/ML5s proliferation, enacting
three bills in 2024 aimed to “protect individuals from the
misuse of digital content.”” California SB 981 required
social media platforms to establish a reporting mecha-
nism for sexually explicit deepfakes, and to investigate
and remove the content within 30 days." Other states
have enacted specific provisions criminalizing digital
nonconsensual intimate imagery, but few others have
enacted legislation which require action by platforms."!
Texass 2023 law, SB 1361, is representative of these
efforts: it criminalizes persons who produce and “distrib-
ute” deepfake pornography, but provides little explana-
tion of behavior that could constitute “distribution.” To
the extent that Section 230 does not bar liability, plat-
forms could theoretically be found criminally liable.

THETAKE IT DOWNACT

Given the growing consensus on the harms of non-
consensual intimate imagery in an era of AI/ML, it is
not surprising that congressional support for a solution

was almost unanimous. The Take It Down Act, sup-
ported by over 120 organizations and tech platforms,
initially passed unanimously in the Senate before pass-
ing the House of Representatives with a vote of 409 in
favor, 2 against.

The Act, introduced by Senator Ted Cruz of Texas and
Amy Klobuchar of Minnesota, creates criminal penalties
for the intentional disclosure of nonconsensual intimate
visual depictions through interactive services, including
what the bill terms “digital forgeries”'* of identifiable
individuals. Digital forgeries as defined by the Act include
both Al-generated nonconsensual intimate imagery, and
nonconsensual images created through traditional soft-
ware, such as photo editing software. In addition to its
criminal provisions, the Act places substantial burdens on
covered platforms to implement a report and removal
process for nonconsensual intimate media.

The Act is written broadly. It defines “intimate visual
depiction” as any visual depiction of adult genitals, pubic
area, anus, or female nipples, or identifiable individuals
engaging in sexually explicit conduct. When intimate
imagery qualifies as “nonconsensual” under the law var-
ies depending on whether it is of an adult or a minor.
Intimate visual depictions of adults qualify if:

(1) The depicted individual had a reasonable expecta-
tion of privacy;

(2) The depiction was not voluntarily produced in a
commercial setting;

(3) The image is not a matter of public concern; and

(4) The publication is intended to cause harm or causes
harm."

Intimate visual depictions of minors need only be
used to abuse, humiliate, harass, or degrade the minor
pictured, or to arouse or gratify any person, to fall within
the scope of the Act.

The Act also uses an expansive definition of “cov-
ered platforms:” they are any “website, online service,
online application, or mobile application . . . that serves
the public and . . . that primarily provides a forum for
user- generated content, including messages, videos,
images, games, and audio files; or for which it is the
regular course of trade or business . . . to publish, curate,
host, or make available content of nonconsensual inti-
mate visual depictions.””'* Unlike California’s deepfake
law, Texas and Florida’s content moderation laws, and
many state comprehensive privacy laws, there is no size
or monthly active user threshold for application. There
are exceptions for providers of broadband internet ser-
vices (removing also, replacing “email” with “internet”),
internet providers, and websites that consist primarily
of non-user-generated content that is preselected by
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the website provider and where interactive features are
“incidental to, directly related to, or dependent on the
provision of the website’s content.”"

Covered platforms must, no later than one year after
enactment, “establish a process” for identifiable individ-
uals or their agents to notify the platform of intimate
visual depictions and submit a request for the cov-
ered platform to remove the depiction.' The Act dic-
tates specific requirements for the request for removal,
including the signature of the requestor, identification
of the depiction, a description of the grounds under
which the individual believes the publication of the
depiction was nonconsensual, and contact information
for the requestor.” The Act also adds to the notice bur-
den placed on platforms, requiring a “clear and con-
spicuous notice” and removal process that “is easy to
read and in plain language” and “provides information
regarding the responsibilities of the covered platform .
..including” a description of how requests for removal
can be submitted."

Once a platform is notified, covered platforms must,
no later than 48 hours after receiving a request, remove
the intimate visual depiction and “make reasonable
efforts to identify and remove known identical copies

of such depiction.”" Failure to implement the notice
and takedown process can be investigated by the Federal
Trade Commission and treated as an unfair or deceptive
act or practice.?’

While lacking an explicit preemption clause, the Take
It Down Act does include a limitation on liability which
provides that covered platforms are not liable for any
claim based on such takedowns, so long as the action is
in good faith.?!

PRACTICAL CHALLENGESTO
IMPLEMENTATION

The Take It Down Act casts 2 much wider net than
state comprehensive privacy laws,” Florida and Texas’s
content moderation laws,> and California’s deepfake
reporting requirements.”* The wide scope captures
a variety of sites, users, and applications that may not
have previously prepared for content moderation or
content takedown procedures, or developed nuanced
legal notices for their users. The law covers nearly any
platform that allows user-generated content, with nar-
row exceptions for traditional publishers. Further, the
law addresses not only deepfakes, but requires takedown
of all nonconsensual intimate media, incorporating a

Chart I
Take It Down Act California SB 981 Texas SB 1361 Florida SB
(Criminalizing 7072 (Content
Deepfake Moderation)
Pornography)
Regulated Websites/ | Any website or digital | Social media plat- No explicit statutory Social media plat-
Platforms platform that provides | forms as defined by application to websites | forms that do business
a forum for user- California law (plat- or platforms in Florida and have
generated content forms which, among annual gross reve-
other requirements, nues in excess of $100
allow users to create million, or at least
profiles and lists of 100 million monthly
friends) individual platform
participants globally
Platform Liability for | Yes, as a failure to No Platforms could be N/A
Knowingly Aiding, comply with the notice considered “persons”
Facilitating, or and takedown process liable for “distribu-
Abetting Violative tion” of deepfake
Content? pornography
Required Web Clear and conspicuous | None explicitly N/A Among other required
Disclosures notice discussing the | required, but disclo- disclosures, the
platform’s notice and | sures may be needed standards by which
removal obligations to the extent required the Company deter-
for nonconsensual to create a “reasonably mines what media and
intimate imagery, accessible mechanism” accounts are removed
including instructions | for reporting
for submitting removal
requests
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Chart I. Continued
Take It Down Act California SB 981 Texas SB 1361 Florida SB
(Criminalizing 7072 (Content
Deepfake Moderation)
Pornography)
Takedown Timeline | 48 hours from time of | 48 hours to acknowl- | N/A N/A
for Nonconsensual report to remove the | edge the report and
Intimate Imagery reported media, and to | temporarily remove
take reasonable steps | the image reported, 7
to remove all copies of | days to provide a status
the reported media update, 30 days (with
a potential extension
to 60 days in some cir-
cumstances) to inves-
tigate and determine
permanent removal
Who Can Report? The person depicted California users, N/A N/A
in the nonconsensual | depicted in the
intimate imagery nonconsensual inti-
or their authorized mate imagery, with
representative an account on the
platform
Enforcement Investigation and None specified, but Criminal prosecution | Investigation by the
Authority/Risk enforcement by likely enforceable by Florida Attorney
the Federal Trade the State Attorney General for unfair
Commission as an General and/or local and deceptive trade
unfair and deceptive District Attorneys practices.
trade practice Penalties of up to
$10,000 per violation,
or $15,000 for certain
protected groups
Limitation on Yes No N/A No
Liability for
Removing Alleged
Nonconsensual
Intimate Imagery?

complex definition of nonconsensual intimate media
that requires platforms to grapple with concepts like
whether an image is a matter of public concern, whether
content was produced for commercial purposes, and
where an individual has a reasonable expectation of pri-
vacy, all within 48 hours.

Even large and legally sophisticated platforms will
face implementation challenges: the Act’s takedown
timeline requires greater action by platforms on a far
shorter timeline. For example, California’s SB 981
requires acknowledging receipt of a user’s report within
48 hours, providing a status update within seven days,
and concluding an investigation within 30 days.* SB
981 requires action only on the instance of the image
reported by a user, and requires action only on deepfake

pornography. By contrast, the Take It Down Act requires
platforms not only to take down the individual instance
reported within 48 hours, but to “make reasonable
efforts to identify and remove any known identical
copies.”?

Platforms should also be aware of the potential inter-
action of the Take It Down Act and state content mod-
eration laws, such as Florida’s SB 7072 and Texas’s HB
20. SB 7072, which was the subject of litigation before
the Supreme Court in Moody v. NetChoice, LLC, and
remains partially enjoined,” requires social media plat-
forms of a certain size to provide detailed disclosures of
the standards they use to engage in content takedowns.
Presently enforceable portions of Florida SB 7072 also
require that platforms give users the ability to download
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content for a specific period after it is taken down.
Large social media platforms will have to consider the
interaction between SB 7072’ emphasis on the right
of content creators to be free from arbitrary takedown,
the Take It Down Act’s rapid removal provision, and
the removal and investigation process conceptualized
in California SB 981. These interactions remain back-
stopped by criminal provisions like Texas” on the one
hand, and the limitations on liability in Section 230 and
the Take It Down Act on the other. Chart I summarizes
some of the similarities, differences, and areas of overlap
in these laws.

As Chart I demonstrates, the Take It Down Act
applies to more websites, allows for reports by a larger
class of users, and requires more action by platforms on
a shorter timeline and wider range of content than what
1s required under California law. This enhanced burden
is not only applicable to social media companies, but to
any platform that facilitates the exchange of user-gener-
ated content, regardless of size or revenues.

CONCLUSION

Platforms and websites have a year before they are
required to have their report and takedown process estab-
lished, and in the meantime, legal challenges remain pos-
sible. The Cyber Civil Rights Initiative and Electronic
Frontier Foundation have criticized what they see as
overbreadth, vagueness, and the burden the law may place
on First Amendment protected content.” Regardless of
these challenges, the Take It Down Act is sure to create
new complexities and operational challenges for plat-
forms and for companies with digital presences.
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