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DOJ’S INCREASED FOCUS

ON SPOOFING

Federal prosecutors are focusing in-

creased attention on alleged violations of

the Commodity Exchange Act’s prohibi-

tion against spoofing. On November 6,

2018, for example, the U.S. Department

of Justice announced that it had secured a

guilty plea from John Edmonds, a former

JPMorgan metals trader, for engaging in

spoofing for the purpose of manipulating

precious metals futures prices. According

to the DOJ press release:

For years, John Edmonds engaged in a

sophisticated scheme to manipulate the

market for precious metals futures con-

tracts for his own gain by placing orders

that were never intended to be executed.

. . . The Criminal Division is committed

to prosecuting those who undermine the

investing public’s trust in the integrity of

our commodities markets through spoof-

ing or any other illegal conduct. . . . In

pleading guilty, Edmonds admitted that

he learned this deceptive trading strategy

from more senior traders at the Bank, and

he personally deployed this strategy hun-

dreds of times with the knowledge and

consent of his immediate supervisors.

This case is the result of an ongoing in-

vestigation by the FBI’s New York Field

Office.1

The references to the facts that Mr. Ed-

monds’ guilty plea arose from “an ongo-

ing investigation” and that he engaged in

spoofing “with the knowledge and consent

of his immediate supervisors” suggest that

more spoofing-related indictments are

likely to follow.

The Edmonds guilty plea is just the

most recent public indication of the DOJ’s

allocation of significant resources to pur-

suing alleged spoofing violations. In the

Fraud Section Year in Review 2018, the

DOJ touted the Securities & Fraud Sec-

tion Unit’s initiative to investigate and

prosecute spoofing in commodity futures

markets. According to the DOJ, as part of

this initiative, “the Fraud Section has

charged over a dozen individuals with

spoofing-related crimes, and has obtained

convictions of several traders affiliated

with both large financial institutions and

medium-sized proprietary trading

companies.”2

The Commodity Futures Trading Com-

mission and the futures exchanges also

have substantially increased the number

of enforcement actions that they are filing
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against traders for spoofing. The CFTC’s En-

forcement Division has set up a Spoofing Task

Force “to preserve the integrity of [the listed

derivatives] markets.”3 According to the CFTC’s

Enforcement Director:

The advent of the electronic order book brought

with it significant benefits to our markets—it

increased information available, reduced friction

in trading, and significantly enhanced the price

discovery process. But at the same time, this

technological development has presented new

opportunities for bad actors. Just as the electronic

order book increases information available to

traders, it creates the possibility that false infor-

mation injected into the order book could trick

them into trading to benefit a bad actor.4

Mr. McDonald has described spoofing as “a

particularly pernicious example of bad actors

seeking to manipulate the market through the

abuse of technology.”5 The harms attributed to

spoofing by Mr. McDonald include hindering

competition, undermining market integrity, and

driving traders away from the markets, which re-

duces the liquidity that markets need to flourish.6

During the fiscal year ending September 30,

2018, the CFTC initiated 15 enforcement actions

for alleged spoofing violations.7 So far, the CME

has brought spoofing charges against 44 market

participants in 2018.8 During the same period,

ICE has filed seven spoofing charges.9

As we discuss below, the increased focus on

spoofing by the criminal and civil enforcement

authorities is being driven by a number of factors.

Electronic trading and the wide-spread use of so-

phisticated algorithms appear to have increased

the appetite of traders to test their ability to influ-

ence the trading activity of other market partici-

pants and thereby impact futures contract prices.

At the same time, the addition to the CEA and

exchange rules of spoofing as a type of disruptive

trading practice has provided criminal, civil, and

exchange enforcement authorities with powerful

new tools for prosecuting spoofing. Moreover,

even though spoofing has been expressly prohib-

ited by the CEA for eight years and exchange

rules for approximately four years, a number of

market participants still seem to be unaware that

it is illegal.

CEA PROHIBITION AGAINST

SPOOFING

Section 747 of the Dodd-Frank Wall Street

Reform and Consumer Protection Act amended

the CEA to expressly prohibit certain disruptive

trading practices, including spoofing.10 Section

4c(a)(5)(C) of the CEA makes it “unlawful for

any person to engage in any trading, practice, or

conduct on or subject the rules of a registered

entity that . . . [i]s, is of the character of, or is

commonly known to the trade, as ‘spoofing’ (bid-

ing or offering with the intent to cancel the bid or

offer before execution).”11

In its interpretive guidance, the CFTC has

explained that spoofing includes:

E Submitting or cancelling bids or offers to

overload the quotations system of a regis-

tered entity;

E Submitting or cancelling bids or offers to

delay another person’s execution of trades;

E Submitting or cancelling multiple bids or

offers to create an appearance of false mar-

ket depth; and

E Submitting or canceling bids or offers with

intent to create artificial price movements

upwards or downwards.12
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The CFTC also noted that a spoofing violation

requires that the “market participant act with

some degree of intent, or scienter, beyond

recklessness.”13

Following the Dodd-Frank Act amendments to

the CEA, both the CME Group Inc. and ICE

Futures U.S. adopted rules prohibiting disruptive

trading practices, including a prohibition against

spoofing. CME Rule 575.A provides that “[n]o

person shall enter or cause to be entered an order

with the intent, at the time of order entry, to

cancel the order before execution or to avoid

execution.”14 ICE Rule 4.02(l)(A) states that “[i]t

is a violation to enter an order or market mes-

sage, or cause an order or market message to be

entered, with the intent to cancel the order before

execution, or modify the order to avoid

execution.”15 Like the CEA, a spoofing violation

under the CME and ICE rules requires a showing

of intent, at the time of placing an order, to cancel

it before it is hit or lifted by another market

participant.

Section 9(a)(2) of the CEA makes it a felony,

punishable by a fine of not more than $1,000,000

or imprisonment of not more than 10 years, for

any person “knowingly to violate” the CEA

spoofing prohibition.16 For criminal spoofing

violations, DOJ has been charging commodities

fraud under 18 U.S.C.A. 1348, which requires

proof that the defendant: (1) in connection with

the purchase or sale of any commodity futures

contract or futures option contract; (2) knowingly

engaged in a scheme or artifice to defraud; and

(3) through false or fraudulent pretenses, repre-

sentations, or promises obtained money or

property. While the burden of proof in a criminal

spoofing case is beyond a reasonable double, in a

CFTC enforcement case, the CFTC must prove

its claim by a preponderance of the evidence.

THE DOJ’S TRACK RECORD IN

SPOOFING CASES

This DOJ’s more aggressive approach to

charging criminal cases has resulted in a marked

increase in the number of spoofing prosecutions

and a dramatic shift in the evidentiary threshold

behind the charges. The numbers speak for them-

selves, with a pipeline going forward provided

by the CFTC’s Spoofing Task Force.17 A notewor-

thy development lies in the quantum of evidence

that DOJ now finds sufficient to charge a crimi-

nal case. Previously, DOJ had brought criminal

spoofing cases backed with direct evidence of a

defendant’s express intent to spoof by canceling

orders, such as testimony from the software

programmer designing the trading algorithm.18

By contrast, this past year has seen DOJ charge

two cases notable for relying far more heavily on

circumstantial evidence. One of those cases, U.S.

v. Flotron, involved a primarily manual trader—

the first criminal spoofing case of its kind—and,

while it resulted in acquittal at trial, it neverthe-

less signaled a more aggressive posture from

DOJ.19 Similarly, the other case, U.S. v. Zhao, ap-

pears to rely entirely on circumstantial trading

patterns, without any direct evidence of intent

from emails or other witnesses.20

Following the acquittal in Flotron, it remains

to be seen whether DOJ will reconsider its em-

brace of what Flotron’s defense lawyer lambasted

as “prosecution by statistics.”21 Notably, the

defendant in Zhao, who had been arrested in

Australia on the U.S. charges, waived extradition

following Flotron’s acquittal, and, following

Zhao’s initial appearance in this country, DOJ

sought an extension of time within which to

indict him.22 Whether DOJ is negotiating a dispo-

sition with defense counsel or buying time to

bolster its proof remains to be seen.
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Notwithstanding the setback in the Flotron

trial, DOJ’s spoofing crackdown has already

yielded multiple guilty pleas in several cases.23

In light of that successful prosecutorial track rec-

ord, DOJ’s appetite for spoofing cases likely will

remain strong, even if it reverts to the more suc-

cessful prosecution blueprint from Coscia. Go-

ing forward, anyone dealing with a CFTC or

exchange spoofing investigation should be sensi-

tive to the heightened risk of a parallel criminal

investigation.

THE IMPACT OF CRIMINAL

CASES ON CFTC AND

EXCHANGE INVESTIGATIONS

AND PROCEEDINGS

Persons subject to the jurisdiction of desig-

nated contract markets have an affirmative obli-

gation to cooperate with exchange

investigations.24 Failure to respond to questions

during an exchange investigation is a general of-

fense under exchange disciplinary rules.25 The

CFTC, like the exchanges, expects witnesses, es-

pecially those who work for registrants, to coop-

erate with its investigations. If a trader asserts

their Fifth Amendment right against self-

incrimination in a CFTC investigation, a court

can draw an adverse inference against the trader.

The adverse inference, when combined with

other evidence, may be sufficient to prove a

violation by a preponderance of the evidence.26

Because spoofing is both a criminal and civil

offense, defense lawyers have a hard choice to

make when deciding whether to advise clients to

exercise their right against self-incrimination in

exchange and CFTC investigations of potential

spoofing activity. In the criminal case against

Coscia, the DOJ used Coscia’s investigative

testimony taken by the CFTC against him.27 The

exchanges, at least, are starting to make some ac-

commodations in light of the potential criminal

exposure that traders face in spoofing

investigations. Although they still treat a failure

to respond to their questions as a rule violation,

they may treat a parallel criminal investigation as

a mitigating factor when assessing a penalty for

failing to cooperate with an exchange

investigation.

PROTECTING THE FIRM

AGAINST CRIMINAL AND CIVIL

SPOOFING LIABILITY

There are a number of steps that firms should

consider taking to minimize their exposure to

criminal or civil spoofing liability. First, firms

should have policies and procedures that prohibit

all forms of disruptive trading, including

spoofing. The policies and procedures should ad-

dress trading practices and conduct on any

CFTC-registered entity, including the use of

electronic trading systems, algorithms, and order

routing systems. The policies and procedures

should provide traders with practical guidance

about what types of trading are permitted and

what types are prohibited.

Firms should reinforce their policies and pro-

cedures by providing targeted training on the

spoofing prohibition. The training should cover

the elements of a violation and examples of

prohibited trading taken from criminal, CFTC,

and exchange cases. Exchange market risk advi-

sories include many examples of prohibited

spoofing activity that can be incorporated into a

firm’s training program.28 The training should be

interactive so traders will retain important

guidance. In addition, the training should help
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traders identify situations that should prompt

them to ask questions of compliance and legal

personnel before executing a particular trading

strategy.

Firms should put in place active programs for

monitoring trading for potential spoofing activity.

An effective spoofing surveillance program

should focus on and analyze a number of key fac-

tors, including: trader/desk/firm order messag-

ing; new orders, modifications and cancellations;

market dynamics; the depth and balance of the

firm’s and the exchange’s order book; the charac-

teristics of the particular market; the matching

algorithm; the average order size; the average or-

der duration; and the average cancellation rate.

Firms should investigate all incidences of

potential spoofing. Those incidents could be

identified by a number of sources, including trad-

ers and the firm’s monitoring program. The ef-

fectiveness of a firm’s compliance and monitor-

ing program will be judged, in part, by whether

the firm investigates all potential spoofing activ-

ity identified by the compliance and monitoring

program. Firms with strong compliance cultures

should not have to investigate very many poten-

tial spoofing incidents. The firm should document

its conclusions even when it determines that no

spoofing occurred so it is prepared to respond to

questions if the activity is investigated by crimi-

nal, civil, or exchange authorities.

If a firm concludes as a result of an internal

investigation that one or more of its traders has

engaged in spoofing, the firm should consider

voluntary disclosure of the spoofing activity to

the DOJ, the CFTC, and / or the relevant ex-

change, as appropriate. Because there is a high

likelihood that an exchange will identify the

spoofing activity, a firm should decide quickly

whether to make a voluntary disclosure. Coopera-

tion credit depends, in large part, on disclosing

problematic activity before it is identified by the

authorities.

The decision to self-disclose potential miscon-

duct to the Government is a highly fact-specific

calculus with varying risks. As a threshold mat-

ter, DOJ only awards credit for “voluntary” self-

disclosures, meaning that prosecutors may chal-

lenge the threshold determination of eligibility if

they conclude that whistleblowers or press cover-

age prompted the disclosure. Under certain cir-

cumstances, DOJ may conclude that those back-

ground facts negate the voluntariness

requirement, thereby disqualifying an applicant

for credit as a self-discloser.

Moreover, even a voluntary self-disclosure in-

evitably invites some degree of investigation by

the Government, which will attempt to pressure

test for itself the internal investigation that the

self-disclosing entity or individual conducted to

ensure that it was sufficiently robust in identify-

ing the extent of any misconduct and the

wrongdoers. In terms of outcomes, the benefits

likewise are uncertain: neither DOJ nor the CFTC

guarantees a declination for self-disclosure. At

most, DOJ offers a presumption in favor of a

declination, absent “aggravating circumstances,”

for voluntary self-disclosures. More tangibly,

DOJ commits that, in the event of a penalty, it

will be discounted by half from the minimum

penalty of what otherwise would have been as-

sessed absent the self-disclosure.29 Finally, to

garner full credit for cooperation (and earn the

maximum discount in the penalty or the declina-

tion), the self-disclosing entity must identify all

individuals “substantially involved or responsible

for the misconduct.”30

Futures and Derivatives Law Report January 2019 | Volume 39 | Issue 1

5K 2019 Thomson Reuters



Importantly, DOJ does not afford self-

disclosure confidentiality, meaning that prosecu-

tors could notify the CFTC or other regulatory

stakeholders, such as exchanges or overseas

authorities, regarding the self-disclosure. Making

a self-disclosure therefore likely means ap-

proaching other authorities simultaneously,

which carries obvious risks depending on the

jurisdiction and particular regulatory mandates.

In sum, approaching the Government requires a

holistic risk assessment weighing all costs and

benefits.

CONCLUSION

There is every reason to believe that the DOJ,

the CFTC, and the exchanges will continue to

focus considerable attention on spoofing. The

electronic trading environment seems destined to

continue to temp traders to test their ability to

induce others to trade in a way that will benefit

the execution of their orders. Furthermore, it is

much easier for the authorities to prove a spoof-

ing violation than a manipulation violation. Firms

should take the necessary steps to manage their

risk of exposure to spoofing by their employees

and agents. Benjamin Franklin’s centuries-old

axiom remains sound advice even in today’s

electronic world: “An ounce of prevention is

worth a pound of cure.”
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