TARGET DATA BREACH AG SETTLEMENT ESTABLISHES
“NEW INDUSTRY STANDARDS" FOR COLLECTING AND
PROTECTING CONSUMER DATA

ELlZABETH J BOWER is a partner in the Litigation Department and Co-Chair of the Cybersecurity and Privacy Practice Group of
Willkie, Farr & Gallagher, LLP. Liz focuses on defense of companies involved in multiparty, multiforum, complex, commercial litigation, as well
as significant corporate internal investigations. Liz's ability to spot and simplify the important issues has enabled her to successfully repre-
sent clients across industries in a variety of disputes and board level risks, including civil securities actions, adversary proceedings in bank-
ruptcies, professional liability actions, various contract and business disputes, FCPA investigations, and data breach and security response.

DAN | El_ K ALVAREZ is a partner in Willkie's Communications & Media Department and Willkie’s Cybersecurity & Privacy Practice
Group. Daniel counsels clients on a broad range of privacy and cybersecurity regulatory and compliance issues, including financial and
healthcare privacy, regulation of marketing and advertising practices, and international data transfer rules.

JAM ES C D U GAN is a partner in the Litigation Department of Willkie, Farr, and Co-Chair of the Cybersecurity & Privacy Practice Group.
He has counseled clients on data-privacy and cybersecurity policies and procedures and has represented clients in litigation arising from
data breaches.

Target Corporation, the second-largest discount retailer
in the United States, agreed to an $18.5 million settle-
ment' on May 15 to resolve an investigation by 47
state attorneys general ("AGs") into the company’s 2013
data breach. The states’ investigation revealed that the
breach “affected more than 41 million customer pay-
ment card accounts and contact information for more
than 60 million customers.” Hackers obtained such
extensive access to Target's information systems using
only the stolen credentials of a third-party HVAC vendor.

Target's settlement with the states calls for it to imple-
ment and maintain a cybersecurity compliance struc-
ture that the AGs are touting as “industry standards."”
The “industry” includes all companies that process
payment cards and store customers’ personal informa-
tion. The “standards” require:

COMPREHENSIVE INFORMATION SECURITY PROGRAM

Target was required to implement within 180 days a
comprehensive information security program that is

‘reasonably designed to protect the security, integrity,
and confidentiality” of personal information it collects
from consumers. The written program must consist of
safequards consistent with Target’s size and complex-
ity, the nature and scope of its activities, and the sen-
sitivity of the personal information it maintains. Target
can satisfy this requirement by reviewing and updat-
ing an existing cybersecurity program.

ENSURE VENDOR COMPLIANCE

Target was required to develop and implement risk-
based policies and procedures for auditing vendor
compliance with its comprehensive security program.

RESPONSIBLE EXECUTIVE OR OFFICER

Target was also required to employ “an executive or
officer with appropriate background or experience
in information security” to implement and maintain
its comprehensive information security program. Tar-
get's designated executive or officer must now advise
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the Chief Executive Officer and Board of Directors on
Target's information security posture and the security
implications of its decisions.?

SEGMENTED CARDHOLDER DATA ENVIRONMENT*

Target must now also scan and map connections to its
Cardholder Data Environment and segment that envi-
ronment from the rest of its computer network. Target
must also implement a risk-based penetration testing
program to identify vulnerabilities in its network, and
must take steps to separate its production and devel-
opment environments.

ACCESS CONTROLS AND MANAGEMENT

Target must implement risk-based access controls
appropriate to Target's business and environment.
These controls must manage access to individual
accounts, service accounts, and vendor accounts, and
must incorporate strong passwords, password-rotation
policies, and two-factor authentication. Target must
also restrict or disable any network program that pro-
vides access to the Cardholder Data Environment or
the compromise of which Target believes would affect
the security of the Cardholder Data Environment.

PAYMENT CARD SECURITY

Target is also required to (i) comply with the Payment
Card Industry Data Security Standard (“PCl DSS"), (ii)
reasonably review and implement improved industry-
accepted payment card security technologies appro-
priate to Target's business and technology environ-
ment, and (iii) take measures to protect payment card
information, including by encrypting payment card
information at the point of sale.

THIRD-PARTY SECURITY ASSESSMENTS

Target must obtain within one year of the settle-
ment agreement an assessment from an independent

Notes

1 https//ag.ny.gov/sites/default/files/nyag_target_settlement.pdf
http//www.ag.state.il.us/pressroom/2017_05/20170523b.html

The settlement agreement does not address whether Target's
existing designated Chief Information Security Officer satisfies
this requirement.

4 The settlement defines “Cardholder Data Environment” as
“technologies that store, process, or transmit payment card
authentication data, consistent with the Payment Card
Industry Data Security Standard ('PCI DSS').”

third-party professional concerning the appropriate-
ness of safeguards in its comprehensive security pro-
gram and its implementation of those safeguards.

DATA SECURITY SOFTWARE

Target must deploy and maintain data security soft-
ware on its network, including (i) a file monitoring
solution, (ii) an application whitelisting solution,” (jii)
access restricting mechanisms, such as firewalls, and
(iv) a security information and event management tool
for logging and monitoring events.

ENCRYPTION POLICIES

Target must also maintain and implement data encryp-
tion policies and procedures concerning the encryp-
tion of individuals’ (i) Social Security numbers, (ii)
driver’s license numbers, (iii) state-issued identifica-
tion card numbers, and (iv) financial account numbers
and credit or debit card numbers, in combination with
any codes or passwords that would provide access to
financial accounts. Target's encryption policies must
apply to data stored on desktops that process card-
holder data, laptops and other portable devices, and
any data that is transmitted wirelessly or across public
networks.

CHANGE CONTROL POLICIES

Target must also develop and maintain policies and
procedures concerning changes to network systems.

While many companies that process payment cards
will have already implemented many of these policies
and practices in connection with a PCl DSS compli-
ance program or internal cybersecurity program, the
Target settlement puts all companies on notice that
these are the standards expected by at least 47 AGs.
Failure to implement these standards proactively may
therefore put companies at risk of costly enforcement
actions when a data breach occurs. @

5 The National Institute of Standards and Technology (“NIST")
defines an “application whitelist” as “a list of applications and
application components (libraries, configuration files, etc.)
that are authorized to be present or active on a host according
to a well-defined baseline.” http://nvlpubs.nist.gov/nistpubs/
SpecialPublications/NIST.SP.800-167.pdf “Whitelisting” is the
practice of using technologies to control which applications
are “permitted to be installed or executed” on a system. See
NIST Special Publication 800-167 (Oct. 2015).
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