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The use of trade and financial sanctions by the European Union and,
by extension, the United Kingdom has increased markedly over the
past decade. Between 2010 and 2011, the number of EU sanctions
decisions trebled, jumping from 22 to 69.! Many of the new decisions
related to a small group of countries, which included Libya, Syria
and Iran.? Nevertheless, the dramatic increase in use of sanctions
by the EU indicates a foreign policy shift that has not reversed itself.
Given this shift, it is important for businesses based or operating in
the UK and Europe to understand the increasingly complex web of
applicable sanctions regimes. These include the United Nations, EU
and UK regimes, as well as the US regime, which has broad extrater-
ritorial reach.

In this article, we provide an overview of these various sanctions
regimes as well as the types of sanctions imposed. We describe the
mechanics of sanctions enforcement as well as some recent illustrative
cases. Finally, we discuss practical steps that businesses should con-
sider in order to ensure compliance with applicable sanctions regimes.

Types of sanctions

Sanctions, also referred to as restrictive measures, are used to combat
terrorism and to discourage regimes or individuals from acting in
ways condemned by the international community or individual
nations. Sanctions seek to prevent particular governments, non-state
entities, or individuals from purchasing arms, accessing financial
support or services, or trading in specified goods or services, and
are backed by civil and criminal penalties. Compliance is not always
straightforward, particularly where different sanctions regimes over-
lap or impose conflicting obligations.

For the purposes of this discussion, we focus on financial and
trade sanctions. Financial sanctions limit access to funds or financial
services by sanctioned individuals or entities and can include meas-
ures such as the seizing of bank accounts, freezing of assets, prohibi-
tions on capital movement and provision of investment services, loans
and insurance services.? Trade sanctions generally prohibit trade in a
specific good or commodity (eg, oil, timber, diamonds), or service
(eg, technical services).* They can also include arms embargoes and
export controls on ‘dual-use’ items (ie, goods, software and technolo-
gies that are normally used for civilian purposes, but may also have
military applications, or contribute to the proliferation of weapons of
mass destruction).

Sanction regimes

United Nations

The United Nations Security Council is the body responsible for

adopting measures that are binding on all UN member states. The

UN Charter confers upon the Security Council powers to decide, in a

manner binding on all UN members, restrictive measures required to

maintain or restore international peace and security if there is a threat

to the peace, a breach of the peace, or an act of aggression.’
However, it should be borne in mind that sanctions approved

by the UN are binding on member states, but are not binding on

individuals or companies unless they are implemented at the EU or
national level. This can be important when considering a corporate
‘group-wide’ approach to sanctions or when taking assurance from a
third party’s own obligations to comply with sanctions.

European Union

The EU acts on UN measures by adopting a common position. The

EU also independently adopts sanctions in accordance with the

specific objectives of the EU Common Foreign and Security Policy

(CFSP),5 namely:

o to safeguard the common values, fundamental interests, inde-
pendence and integrity of the EU in conformity with principles
of the United Nations Charter;

« to strengthen the security of the EU in all ways;

o to preserve peace and strengthen international security;

« to promote international cooperation; and

o to develop and consolidate democracy and the rule of law and
respect for human rights and fundamental freedoms.

A large number of the EU sanction regimes are ‘targeted, meaning
the restriction is focused on individuals or organisations. However,
some EU sanctions regimes target all the individuals or entities in a
particular country, such as Iran.”

United Kingdom

HM Treasury is responsible for administering and enforcing finan-
cial sanctions in the UK. This work is carried out by its Financial
Sanctions Unit (FSU). EU sanctions have direct effect in the United
Kingdom and impose obligations on UK persons to freeze the assets
of designated persons, refrain from making funds and economic
resources available to them and any other financial prohibitions or
restrictions. The UK may then enact statutory instruments that make
it a criminal offence in the United Kingdom to breach a particular
EU Regulation.® Typically, a new statutory instrument is passed in
relation to each new group of sanctions targets.

The FSU maintains a consolidated list of sanctions targets that
includes the names of individuals and entities that have been listed
by the UN, the EU or the United Kingdom under specific financial
sanctions legislation.” The FSU updates the consolidated list when-
ever the UK financial sanctions regime is updated.

United States

The US Department of the Treasury’s Office of Foreign Assets
Control (OFAC) administers and enforces US economic sanctions,
which implement UN measures and address US national security
concerns, foreign policy goals and economic interests. The US
Commerce Department’s Bureau of Industry and Security, the New
York District Attorney and the Federal Reserve also enforce some
aspects of US sanctions. US sanctions apply to activities that take
place in the United States or involve a ‘US person. OFAC regulations
define ‘US person’ very widely to include US citizens and permanent
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residents, and companies organised under the laws of the United
States, as well as companies operating in the US, wherever they are
registered, and the non-US branches of US companies.'? The foreign
subsidiaries of US companies are also covered in certain cases, such
as with respect to the sanctions imposed against Cuba and Iran.

UK sanctions enforcement
Neither the FSU nor HM Treasury is responsible for prosecution of
sanctions breaches. In the past, prosecutions have been brought by
the UK Serious Fraud Office (SFO) and HM Revenue and Customs
(or its precursors). With respect to the financial services sector,
the FCA has regulatory oversight of the systems and controls that
regulated firms must have in place to reduce the risk that a breach
might occur. Thus, the FCA may bring enforcement actions against
firms that have committed breaches of UK financial sanctions under
Principle 3 of its Principles for Businesses and Rules 3.2.6 and 6.1.1
of the Senior Management Arrangements, Systems and Controls
sourcebook, which require firms to have effective systems and con-
trols to counter the risk that the firm might be used for the purposes
of financial crime.

The Crown Prosecution Service may also prosecute for breaches
of trade sanctions under the Customs and Excise Management Act
1979.11

Who must comply?

The UK sanctions regime applies to any person or entity within the
UK and any person elsewhere who is a UK national (as defined in the
relevant legislation) or an entity incorporated or constituted under
UK law.!? The extraterritorial effect of the UK financial sanctions
regime may well give rise to problems in other jurisdictions. For
example, if a branch of a UK financial institution or local office of
a company takes an action required under UK law but not required
under the law of the jurisdiction in which it operates, such as freez-
ing the assets of an individual sanctioned by the EU where the assets
are located in Singapore (ie, outside the EU), it may be liable to its
customer if the contract is governed by local law. Contractual provi-
sions can be used to guard against this risk by permitting the institu-
tion to refuse to comply with a customer’s instructions if compliance
could cause the institution to breach laws applicable to it.

Although foreign subsidiaries of UK companies do not have to
comply with the UK financial sanctions regime, there may neverthe-
less be practical and legal reasons to require compliance by foreign
subsidiaries. First, UK nationals employed by subsidiaries remain
subject to the UK and EU financial sanctions regimes and could
inadvertently commit a criminal offence if they take steps for the
foreign subsidiary that are prohibited by the EU or UK sanctions.
Their personal risk may be greater if they have not received adequate
training on the latest changes to the UK or EU financial sanctions
regimes. Even if UK nationals are removed from any involvement in
the transaction, this may not be sufficient in all cases. For example,
if a UK national employee is a line manager, he or she may also be
exposed to potential criminal offences under the UK Serious Crime
Act 2007 for failing to stop transactions for which he or she would
otherwise be responsible.

Second, transactions that originate overseas nevertheless may
cause accounting entries to be made in London where the revenue
is then received. If a UK company is profiting from the overseas
conduct of its foreign subsidiary, which would be a breach of EU
or UK sanctions if the UK company carried out the conduct, it
could become liable under the UK anti-money laundering legisla-
tion, the Proceeds of Crime Act 2002 (POCA). In light of recent
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court decisions that state that POCA has extraterritorial effect, the
foreign subsidiary might even be exposed to liability under POCA.
Furthermore, if the UK parent is financing or in any other way
assisting the conduct of its foreign subsidiary, it could also commit
offences under the Serious Crime Act, which effectively makes it an
offence to assist someone in doing something which you yourself
could not do.

Additionally, as regards financial institutions, the FCA expects
them to have systems and controls in place to mitigate the risk
that the firm will be used in furtherance of financial crime.!* The
FCA may argue that a firm’s systems and controls are inadequate
where overseas subsidiaries are undertaking transactions that the
UK financial institution could not itself undertake, especially if
revenues from those transactions are flowing into the UK institu-
tion either directly or indirectly through dividends or global treas-
ury operations.

What is prohibited?

There are essentially three offences under the UK financial sanc-

tions regime:

o making funds'* available, directly or indirectly, knowingly or
having reasonable cause to suspect, that the funds are being
made available to or for the benefit of a target (the term ‘listed
person’ or ‘designated person’ is commonly used to describe
sanctions targets);!

o dealing with funds, which includes other assets owned, held or
controlled, directly or indirectly by a target, or a person acting
on behalf of a target, knowingly or having reasonable cause to
suspect that the funds are owned, held or controlled by a tar-
get;® and

o participating, knowingly and intentionally, in activities the
object or effect of which is:

o to directly or indirectly circumvent the prohibitions on
making funds available and dealing with funds; or

« to enable or facilitate the commission of the offences listed
above.!”

Moreover, under the UK regime, there is a different statutory
instrument for each group of targets which governs the nature
of the restriction, the circumstances in which a licence could be
granted and the relevant reporting requirements. While similar,
these statutory instruments are not identical. Therefore, once a
‘hit” on the consolidated list is identified, regard must be had to the
specific restrictions and conditions included in the corresponding
statutory instrument.

With regard to trade sanctions, it is an offence to export goods
‘when the exportation or shipment is or would be contrary to any
prohibition or restriction for the time being in force’!® Export
companies or their agents are strictly liable for breaches of trade
sanctions.'® Individuals or entities that assist in the export of an item
that breaches a trade sanction need to have done so knowingly to be
guilty of a criminal offence.?

The export control regime regarding dual-use items prohibits
the export of specific dual-use items from the EU customs territory
without an export authorisation, transit of such items through the
EU, as well as the provision of brokering services with respect to
such items.! EU dual-use regulations are binding and directly
applicable in the UK.*? In addition, the UK may require similar
authorisation for the export of items which have not been identified
by the EU as dual-use items whenever there is reason to believe that
such items are intended for use in connection with a biological,
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chemical, nuclear weapon or ballistic missile weapon programme,
for a use that is in violation of an arms embargo, or for reasons relat-
ing to public security or the protection of human rights. In the UK,
investigation of possible breaches of trade sanctions is undertaken
by Her Majesty’s Customs and Excise and prosecuted by the Crown
Prosecution Service. Most offences will fall under section 68(1) or
(2) of the Customs and Excise Management Act 1979, which makes
it an offence to export an item that is prohibited or restricted ‘by
virtue of any enactment.

Licences

With respect to financial sanctions, HM Treasury has a certain
amount of discretion under the relevant regulations to grant licences
to allow particular activities, transactions or types of transactions
that might otherwise be prohibited under the sanctions regime. The
relevant EU Regulation sets out the circumstances in which licences
can be issued and the conditions that need to be satisfied for HM
Treasury to issue a licence.” Licences allowing for the export of
dual-use items are issued by the UK Export Control Organisation.
Licences may be general and apply to all people or transactions
designated under a particular regime or regimes, or they may be
individual and specific and grant exemptions to specific parties or
in respect of specific transactions.* Even where a licence is issued,
the restrictions placed on that licence must be strictly adhered to, as
there are separate criminal offences for breaching the conditions of
a licence or knowingly or recklessly providing false information in
obtaining a licence.

Penalties for non-compliance

The maximum penalty in the UK for a financial sanctions crimi-
nal offence is imprisonment for two years and an unlimited fine,
although offences under the Terrorist Asset-Freezing Act 2010 carry
a term of imprisonment of seven years. Where the offence has been
committed by a company and is shown to have been committed with
the consent or connivance, or because of the neglect, of a director,
manager, secretary or similar officer, that person is also guilty of an
offence and can be imprisoned or fined.

UK courts also have the power to confiscate assets obtained as a
result of criminal conduct.?® In the case of financial institutions, this
would be the fees and other funds received from a sanctioned entity.
In the case of a company, it may be anything up to the full value of
the contracts obtained as a result of the criminal conduct.

In addition to this, a firm that breaches UK financial sanctions
is also at risk of FCA enforcement action, through which additional
penalties may be imposed.

Reporting obligations

Financial institutions also need to be aware of their reporting obliga-
tions under the financial sanctions regulations. If a financial institu-
tion identifies an individual or entity as a target on the consolidated
list, or freezes funds because it suspects that an individual or entity
is acting on behalf of a target on the consolidated list, it must report
this promptly to the FSU. Secondly, if a financial institution knows
or suspects that an offence has been committed under the UK
financial sanctions regime, or that a customer or person it has dealt
with has breached the regime, it must report to the FSU as soon as
possible. This reporting regime, therefore, can require the institu-
tion to report its own breaches of sanctions. The reporting response
of a financial institution, on obtaining a match for a target, would
be considered by a prosecutor when deciding whether to charge a
company or individual with a breach of the sanctions regime.?

14

Regulated firms must also consider their obligation to report to
the FCA under Principle 11. The Joint Money Laundering Steering
Group (JMLSG) guidance states that the FCA has indicated that it
would be appropriate for firms to report breaches of financial sanc-
tions (but not target matches) to the FCA.?” In addition, where a
financial institution suspects that a customer or putative customer is
on the proscribed list because of links to terrorism and it has infor-
mation that relates to the whereabouts of the assets of that customer,
then the financial institution will need to consider whether one of
the offences under the Terrorism Act 2000 is applicable. If so, the
financial institution may need to make a report under the Terrorism
Act 2000. That report will be made to the National Crime Agency
(NCA) as a ‘Suspicious Activity Report’ with the ‘Terrorism Act’ box
ticked on the relevant form. Similarly, the financial institution should
consider its obligations to make an anti-money laundering (AML)
report under POCA. There is no clear hierarchy between the finan-
cial sanctions and the AML regimes, but making a disclosure that
may prejudice an investigation into terrorism or money laundering
is an offence (‘tipping oft”). As a result, it may be prudent in sensitive
cases to report first to the NCA, confirming an additional intention
to report to the FSU.

In addition to reporting suspicions of substantive offences either
under the Terrorism Act 2000 or POCA, institutions will also need
to consider any reporting obligations under the relevant statutory
scheme that may have led to the person becoming designated. For
example, the Terrorist Asset-Freezing Act 2010 makes provisions for
imposing financial restrictions on, and in relation to, certain persons
believed or suspected to be or to have been involved in, terrorist
activities. Under section 19 of that Act, a relevant institution must
inform the Treasury as soon as practicable if it knows or has rea-
sonable cause to suspect that a person is a designated person or any
person has committed any offence under any provision of Chapter 2
of that Act. The reporting obligation only applies if the information
or other matter on which the knowledge or suspicion is based came
to it in the course of carrying on its business.

Recent enforcement actions

UK enforcement

Despite the significant increase in the application of sanctions by the
EU and the UK over the past decade, enforcement actions have not
kept pace. Nevertheless, there have been a number of significant fines
handed out to institutions and prison sentences handed to individu-
als by the UK authorities that may indicate increased enforcement
activity to come.

Several of the sanctions-related enforcement actions during
recent years related to Iraq and the so-called ‘oil-for-food’ UN sanc-
tions regime. Two corporate entities, Mabey & Johnson Ltd and the
Weir Group Plc, pleaded guilty in 2009 and 2010 respectively to
breaching UN sanctions as they applied to the Iraq oil-for-food pro-
gramme.?® Mabey & Johnson Ltd was fined £2 million. Two former
directors of Mabey & Johnson Ltd were also prosecuted and found
guilty of breaching UN sanctions.?’ They received prison sentences
of 21 months and eight months respectively. The Weir Group Plc
was fined £3 million. In addition, the Weir Group paid £13.9 mil-
lion under an order confiscating profits gained through its illegal
conduct.*® In 2011, two other individuals pleaded guilty to breaching
UN sanctions as they related to Iraq and prison sentences of 24 weeks
and 10 weeks respectively were imposed by the court.?!

In addition, in 2010, the then-FSA took action and fined mem-
bers of a UK banking group £5.6 million for failing to have adequate
systems and controls in place to prevent breaches of UK financial
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sanctions. UK financial institutions are prohibited from providing
financial services to persons on the HM Treasury sanctions list. The
Money Laundering Regulations 2007 require that firms maintain
appropriate policies and procedures in order to ‘prevent activities
related to money laundering and terrorist financing’*> Members of
the banking group were found to have failed to adequately screen
both their customers, and the payments they made and received,
against the sanctions list.

US enforcement

US enforcement authorities have a history of vigorous enforcement,
frequently with broad extraterritorial reach. This has resulted
in friction between the US and the EU in the past. In 1996, the
European Council adopted Council Regulation (EC) 2271/96, often
referred to as the ‘Blocking’ regulation, which made it illegal to
comply with a listed US sanction (currently relating only to Cuba)
unless non-compliance would seriously damage the interests of the
persons involved.>® Therefore, any EU-incorporated entity and any
US person operating in the EU may be committing an offence in the
EU by complying with US sanctions laws relating to Cuba. Whether
an offence is in fact committed depends on how the EU regulation
has been implemented under local law. Some countries, including
Belgium and France, have not enacted enforcement legislation. The
UK enacted an offence of complying with US legislation, but no
prosecutions have ever been brought.>* The only reported case of an
EU-US sanction conflict arose out of the purchase of an Austrian
bank by a US private equity firm.>> The Austrian government
initiated enforcement proceedings under the blocking regulation
after the bank closed the accounts of Cuban nationals, citing
compliance with US law. The conflict was resolved when the private
equity firm obtained a licence from the US authorities to allow the
accounts to be reinstated.*® Despite the paucity of enforcement with
regard to the blocking statute, it is important to carefully consider
and address (if possible) any potential conflicts between the US and
EU/UK sanctions regimes.

Recent US sanctions enforcement efforts have continued to dem-
onstrate the broad extraterritorial reach of the US sanctions regime.
For example, between 2009 and 2015, enforcement actions were
concluded against several European banks for breaching US sanc-
tions laws by removing or omitting references to sanctioned persons
or entities from payment messages sent to US financial institutions.
The fines and penalties paid in these cases have been substantial,
ranging from $298 million to $8.9 billion. In addition, many of these
enforcement actions have involved both federal and state regulators
and enforcement authorities. For example, at least one bank paid
fines and/or penalties (including criminal forfeiture) to the US
Department of Justice, OFAC, the Board of Governors of the Federal
Reserve System and the New York State Department of Financial
Services. Most of the banks resolved the US proceedings through
deferred prosecution agreements with the US authorities. However,
one bank pleaded guilty and was the first financial institution to be
criminally convicted for violations of US economic sanctions, paying
the highest financial penalty ever imposed in a criminal case. The
remarks of Deputy Attorney General Cole at the press conference
announcing the resolution of that case indicated that the size of
the fine was significantly affected by the bank’s failure to fully and
completely cooperate with law enforcement during the investigation.

In another recent case, an oilfield services company agreed to
plead guilty and pay more than US$232 million in fines and penal-
ties for violations of US sanctions laws. The court filings in that case
indicate that the non-US company provided services to customers
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in Iran and Sudan through non-US subsidiaries. It did not export
goods to either sanctioned country and had in place policies
and procedures designed to prevent violations of US sanctions.
Nevertheless, its employees located in Houston, Texas, in violation of
those policies, facilitated operations in the sanctioned countries by
approving capital expenditure requests, making and implementing
business decisions, and providing technical services and expertise.
While there is frequent discussion of the US exercising extraterrito-
rial jurisdiction too broadly, companies should also be aware that if
the facts were changed such that the facilitating conduct took place
in London, England, not Houston, Texas, an offence under the UK
Serious Crime Act could have been committed.

Practical steps to enhance compliance

There are a number of sources of practical guidance available regard-

ing compliance with financial sanctions in the UK. These include

Chapter 7 (‘Sanctions and asset freezes’) of the FCAs Financial

Crime Guide (April 2015), the JMLSG guidance on compliance with

the UK financial sanctions regime (updated November 2013), and

HM Treasury’s ‘Financial Sanctions: Frequently Asked Questions’

(August 2013).

Although there is no positive obligation under UK financial
sanctions legislation to check whether a customer or a third party
is a sanctions target, HM Treasury and the FCA make clear that all
UK financial institutions are expected to have an appropriate means
of monitoring payment instructions and carrying out customer due
diligence. As in the 2010 enforcement action referred to above, any
failure to enact such measures could lead to regulatory action by the
FCA for failing to have adequate systems and controls in place to
prevent breaches of UK financial sanctions. Although there may be
a balance to be struck between the costs and practicalities of such
measures versus the potential risks that a particular customer is, or a
particular transaction may involve, a sanctions target, doing nothing
is simply not a viable option.

To comply with UK sanctions, we would recommend that:

o senior management be aware of and involved in sanctions
compliance and an individual of sufficient authority take
responsibility for adherence to the sanctions regime;*”

o resources be focused on the areas of business where there is a
greater likelihood of involvement with targets. However, firms
should not ignore lower risk or less easily monitored areas of
risk, such as possible indirect payments made to related parties
of a sanctions target;*

o firms think about the risks associated with financial sanctions
separately from the risks associated with anti-money laundering.
While there is overlap between the two, the risks are different
as sanctions issues may arise even if the source of the funds
is legitimate;

o a screening approach be adopted for customer and payment
screening that is tailored to the firms size and risk profile
and might include the ability to identify non-exact or ‘fuzzy’
matches:*

o customer screening: new customers should be screened
against the FSU’s consolidated list before they are on-
boarded and existing customers should be screened each
time the list is updated or there is a change in customer
details. Where a customer is a corporate, both directors and
beneficial owners should be screened. If a match is identified,
it should be referred to appropriately trained staff for review
and, if confirmed, any funds held for that customer should
be frozen and a report should be made to the FSU; or

15



CROSS-BORDER OVERVIEW: SANCTIONS ENFORCEMENT

o payment screening: payment instructions should be
screened against the consolidated list. If a match is identified,
the instruction should not be executed and a report should
be made to the FSU;

« appropriate manual due diligence be carried out on customers
so that risks arising from the nature of a customer’s business can
be identified. For example, a bank that provides an overdraft
facility to a company involved in the export of sanctioned goods
to Iran may breach the sanctions regime. If the customer is a UK
company, has no other obvious connections to Iran and is not
on any sanctions list, the only way to identify this risk may be to
understand the customer’s business model; and

o training of staff be tailored to the firm’s risk profile and the level
of involvement of particular types of staff, and be conducted
periodically.*0

Moreover, additional scrutiny should be applied when clients or
customers are, or are affiliated with, politically exposed persons (ie,
individuals who hold or have held prominent public functions and
their immediate family members or close associates). This might
include enhanced screening and due diligence procedures along
with annual reviews of the relationship.

While the above guidance is primarily intended for UK
financial institutions, corporates should have regard to it when
considering the steps they need to take to avoid breaching UK or
EU sanctions. This may become even more important if, as has
been mooted, the new UK government enacts new legislation
equivalent to that found in section 7 of the Bribery Act 2010, but
applying to sanctions not bribery. Namely, that a UK company
would be strictly liable for any breach of sanctions by those
acting on its behalf unless it can show it had an adequate
compliance programme.

These or similar procedures would also assist a company in
complying with US financial sanctions regimes. It is important that
the policies and procedures and staff training of a company that is
subject to US sanctions covers the differences between the EU and
US regimes and any limitations on the involvement of ‘US persons’
in particular transactions or business that involves interaction with
sanctioned individuals or entities overseas. In addition, a firm that
is subject to US sanctions may wish to communicate its OFAC
obligations to its clients, affiliates or counterparties in order to
ensure that it does not unwittingly become involved in a prohibited
transaction.*! This may even include obtaining affidavits or
warranties from increased risk customers or counterparties agreeing
that they will not engage in conduct involving the firm that might
cause it to violate OFAC regulations.*?

As sanctions regulations and enforcement increases both within
and without the EU, we would recommend that companies based
in the UK or Europe ensure that they and their compliance staft
are familiar with the changing regulatory landscape. They should
also periodically reassess their risk profile with respect to sanctions
and consider whether their compliance policies and procedures are
adequate in light of those risks. Given the complexity of overlapping
sanctions regulations and the size of fines, particularly in the US,
these are risks that cannot be ignored.
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