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Letter from the Chair of the  
Communications, Media & Privacy Department

As data privacy and cybersecurity matters continue to increase 

in frequency and prominence in the news, in regulatory 

enforcement offices, in Congress and the White House, and 

in corporate boardrooms, it has become essential for in-

house counsel to remain fully informed of the key issues in 

this space that affect their businesses.  Multiple high-profile 

cyber attacks launched against major retailers, insurance 

companies, financial institutions, and others – many backed 

by organized crime syndicates or even sovereign nation 

states – have captured headlines, highlighting the enormous 

legal, regulatory, and reputational risks faced by companies.  

Hundreds of millions of people have seen their sensitive 

personal information stolen and misused, leading federal and 

state regulators to focus a glaring spotlight on the data security 

practices of American companies of every size and in every 

industry sector.  

For some time, the business and legal risks associated with data 

privacy and security issues have been frustratingly abstract and 

opaque, with the relatively few clear rules making it difficult for 

companies to assess potential liabilities, enforcement risk, and 

the possibility of future regulations.  We anticipate that 2015 

will be a year of rapid change as those risks start to be clarified 

and, in some cases, amplified.  It has become more important 

than ever for companies to understand the data privacy and 

security issues relevant to their businesses and incorporate a 

rigorous assessment of these issues into their overall corporate 

risk management strategies. 

The attorneys in Willkie Farr & Gallagher’s Data Privacy & 

Security Practice Group regularly monitor and counsel clients 

regarding developments across the privacy world – both 

domestic and international.  This publication uses that deep 

expertise to cover a broad spectrum of what we see as the 

most significant recent and ongoing data privacy and security 

developments to help our clients be better positioned to 

protect their businesses.  We hope you find it useful.

Francis M. Buono

Francis M. Buono is the Chair of the Communications, 

Media & Privacy Department at Willkie Farr & 

Gallagher LLP.  He specializes in data privacy law 

and FCC regulatory and policy work for a variety of 

domestic and multinational clients.  
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Consumer 
Privacy

K E Y  D E V E L O P M E N T S White House Releases Draft Online Privacy Bill

President Obama recently released draft legislation that would impose 
sweeping rules on how U.S. companies, particularly Internet and technology 
firms like Facebook and Google, can collect and use consumer personal data, 
including requiring explicit consent and enhanced consumer notice under 
many circumstances.1  The legislation, entitled the “Consumer Privacy Bill of 
Rights Act,” could have a significant impact on the online economy, including 
advertisers, app developers, cloud providers, and others throughout the 
Internet ecosystem.  It would also give the Federal Trade Commission (FTC) 
new enforcement powers, further solidifying the agency’s position as the de 
facto U.S. federal privacy regulator.   FTC Chairwoman Edith Ramirez and 
Consumer Protection Bureau chair Jessica Rich sharply criticized the draft, 
arguing that the proposal fails to offer concrete consumer protections and 
lacks sufficient enforceability.2  

Federal Courts Find That Unique Device IDs are Not Personal Information

Continuing a trend, two federal courts recently held that anonymous but unique 
identifiers associated with a particular device do not qualify as “personally 
identifiable information” (PII) under the Video Privacy Protection Act (VPPA).  
Courts in New Jersey and Georgia dismissed claims against Viacom and Dow 
Jones that the companies shared unique device identifiers and other similar 
information with third-party analytics and advertising firms to serve tailored 
advertisements on the device users.  Both courts held that information must 
itself identify an actual person to be considered PII for purposes of VPPA 
claims.  Although the rulings are limited to VPPA claims (and certain other laws 
specifically identify unique identifiers as PII), they nevertheless lend incremental 
support to companies’ ability to use consumer data that does not specifically 
identify individuals for advertising and other purposes.3

The White House has released 
comprehensive online privacy legislation 
that could dramatically change the way 
companies collect and use consumer 
personal data collected online.  The draft 
legislation marks a significant shift toward 
“EU-style” privacy regulation, although 
the bill has been criticized by businesses, 
consumer advocates, and the Federal 
Trade Commission, and is viewed as highly 
unlikely to pass in the current Congress or 
in the near future.

An FTC staff report on the “Internet of 
Things” stresses the need for strong 
consumer privacy protections as more 
devices automatically connect to the 
Internet and to each other, but resists calls 
for additional legislation.

As regulators and advocates continue to 
press companies to give consumers more 
choices in how personal data is collected 
online, AT&T announces plans to offer 
pay-for-privacy Internet service and Verizon 
permits subscribers to opt out of its “super 
cookies,” setting up a potential shift away 
from advertising-based revenue models.
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Consumer Privacy

FTC Issues Report on the Internet of Things; Calls for 
Consumer Privacy Protections in Connected Device World

The FTC recently issued a staff report discussing the 
privacy implications of the “Internet of Things,” the world 
of increasingly interconnected machines and devices used 
by consumers that can send and receive data automatically.  
The report acknowledges that the Internet of Things will 
continue to offer myriad consumer benefits but calls on 
companies to implement best practices to ensure that 
devices offer reasonable privacy protections.  Specifically, the 
report urges companies to adopt reasonable and appropriate 
security measures, to minimize the amount and nature of 
data collected and processed by devices, and to ensure that 
consumers have sufficient notice and choice.  Although 
the report repeats the FTC’s previous calls for legislation 
strengthening the agency’s data security regulatory powers 
and implementing a national data breach notification 
standard, the report resists calls from some consumer groups 
for legislation specifically regulating the Internet of Things.4

AT&T Offers Pay-for-Privacy Broadband Service

As part of its GigaPower gigabit-speed broadband Internet 
service, AT&T is offering consumers an option to prevent AT&T 
from collecting vast amounts of data about its users’ browsing 
habits for advertising and other purposes.  The privacy 
surcharge of $29 per month – nearly $350 per year – is a model 
that many consumer-facing edge providers like Facebook and 
Google have thus far resisted, choosing instead to continue 
offering their services for “free” while relying on their troves 
of user data to generate advertising revenue.  Commentators 
have suggested that the model could be one way for retailers 
and Internet companies to address concerns about potential 
misuse of consumer data without European-style data 
protection regulation.5

FCC Net Neutrality Rules May Let Broadband Providers 
Avoid FTC Privacy Jurisdiction

The Federal Communications Commission (FCC) recently 
issued long-awaited rules governing net neutrality that, 
among other things, reclassify broadband Internet access 
service providers as “common carriers” subject to utility-
like regulation under the Communications Act.6  Although 
the FTC has not opposed the rules in general, FTC Bureau of 
Consumer Protection Director Jessica Rich pointed out that 
reclassification means that the FTC can no longer enforce its 
privacy and data security rules against broadband providers, 
since the FTC’s jurisdiction does not extend to common 
carriers.  Rich and other FTC officials have urged Congress 
to ensure that the FTC retains jurisdiction over broadband 
companies regardless of what happens to the FCC’s net 
neutrality rules, which are expected to be challenged in court.7

Key Senate Democrats Introduce Data Broker 
Accountability Legislation

Legislation introduced on March 9 by Senators Ed Markey 
(D-MA), Richard Blumenthal (D-CT), Al Franken (D-MN), 
and Sheldon Whitehouse (D-RI) would require accountability 
and transparency from data brokers that sell certain personal 
data of consumers, potentially giving consumers the right 
to demand that brokers stop selling their data altogether 
for marketing purposes.  The Data Broker Accountability 
and Transparency Act would give the FTC enforcement and 
rulemaking authority, with penalties ranging up to $16,000 
per violation.8
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Consumer Privacy

Microsoft First to Adopt ISO Cloud Computing  
Privacy Standard

Microsoft has become the first major company to adopt 
ISO/IEC 27018, a standard developed by the International 
Organization for Standardization to protect personal data held 
in public cloud computing environments.  The standard ensures 
that data owners have transparent visibility into and control 
over how their data is stored, accessed, and protected around 
the world.  Microsoft has achieved the standard with respect to 
its Azure, Office 365, and Dynamics CRM Online cloud-based 
software.9  

Visa to Use Smartphone Geolocation Data to Combat Fraud

Visa has announced plans to allow cardholders to use the 
geolocation features on smartphones to alert their financial 
institutions automatically when they travel outside their home 
area or internationally.  Privacy advocates have offered tentative 
support for the company’s plans, saying that the feature could 
significantly cut down on credit card fraud, but have also warned 
that consumers must be given adequate notice of how the 
technology will work and the option to deactivate the feature.10

Senator Criticizes Connected Car Privacy Safeguards

After soliciting information from 16 automakers, Senator Ed 
Markey (D-MA) has released a report alleging that emerging 
connected car technologies using wireless communications 
do not adequately protect consumer data from hackers.  The 
report published by Sen. Markey, a senior Democratic member 
of the Senate Commerce Committee, finds that security 
measures employed by car companies are “inconsistent and 
haphazard” and that consumers are often not made aware of 
the vast amounts of data harvested by the technologies and, in 
some cases, shared with third parties.  Sen. Markey calls on the 
National Highway Traffic Safety Administration (NHTSA) to 
work with the FTC to develop and promulgate new regulations 
restricting the types of data that can be collected and the ways 
in which such data can be used and shared.11

White House Targets Online Retailers’ Use of Consumer 
Data to Price Discriminate

Coming nearly one year after the White House’s initial report 
on big data, President Obama’s Council of Economic Advisers 
(CEA) has released a follow-up report focusing on the use 
of consumer data collected online to charge different prices 
to consumers.  CEA Chairman Jason Furman said that the 
report, which does not propose any additional legislation 
or regulation, does not claim that price differentiation is 
inherently harmful; the report concludes that the practice 
“seems most likely to be harmful when implemented through 
complex or opaque pricing schemes designed to screen out 
unsophisticated buyers.”12

Verizon Allows Subscribers to Opt Out of “Super Cookies”

Following months of criticism from consumer and privacy 
advocates, Verizon recently announced that it would allow 
subscribers to opt out of its so-called “super cookies,” a 
unique device identifier that the carrier uses to track user 
behavior and help target advertisements.  The move comes 
after several Democratic senators wrote to Verizon chairman 
Lowell McAdam to complain about the use of the identifier 
to track mobile browsing records even after subscribers 
deleted the records from their devices.  AT&T had previously 
announced in November 2014 that it would stop using a 
similar identifier as part of its wireless service.13
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Financial 
Privacy

K E Y  D E V E L O P M E N T S PCI DSS Version 3.0 Goes Into Effect 

On January 1, 2015, the latest version of the Payment Card Industry Data 
Security Standard (PCI-DSS), Version 3.0, which was announced in 
November 2013, replaced Version 2.0.  After December 31, 2014, covered 
entities must use Version 3.0 for their attestation and internal compliance 
purposes.  Version 3.0 clarifies and updates existing requirements and 
introduces over 100 new requirements, bringing the total number of required 
controls to 287.  Examples of key new requirements include the following:  

g Requirement 12.8.5 requires organizations to maintain information about 
which entity (the organization or one of its service providers) manages 
each PCI-DSS requirement.  

g Requirement 12.9, which becomes effective July 1, 2015, requires service 
providers to acknowledge in writing to their customers that they are 
responsible for the security of cardholder data possessed or otherwise 
stored, processed, or transmitted by the service provider on behalf of the 
customer, recognizing the extent to which service providers can impact 
the security of the customer’s cardholder data environment. 

g Requirement 11.3, which also goes into effect July 1, 2015, imposes a new 
methodology for penetration testing.  

g Several new requirements impose new physical access controls and 
payment device protection measures.

Verizon’s annual PCI-DSS compliance report, issued on March 19, 2015, 
indicates that although compliance is improving, more than four out of every 
five organizations are not in full compliance with existing standards, with 
regular system testing being identified as a particular weak point for many 
companies.14

Version 3.0 of the Payment Card Industry Data 
Security Standard was released on January 1, 
2015.  The new standard, which includes more 
than 100 new controls to bring the total number 
of controls up to nearly 300, comes as Verizon’s 
annual PCI compliance report indicates that 
four out of every five organizations are not in full 
compliance with existing PCI-DSS standards.  
As pressure mounts on businesses to avoid 
additional payment card network data breaches, 
PCI compliance efforts are expected to increase 
significantly in 2015.

The Federal Financial Institutions Examination 
Council (FFIEC) plans to update its cybersecurity 
guidance based on assessments of various 
institutions during 2014.  The FFIEC guidelines are 
widely relied upon by U.S. financial institutions 
to protect financial information, including data 
entrusted to service providers.  The FFIEC also 
encouraged institutions to participate in the 
Financial Services Information Sharing and 
Analysis Center to improve industry-wide security.

The New York Department of Financial Services 
announced a new cybersecurity preparedness 
assessment process, which will become 
part of the agency’s examination process of 
regulated financial institutions.  The guidance 
encourages financial institutions to ensure that 
cybersecurity is included as a core part of their 
risk management strategy.
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Financial Privacy

Consumer Financial Protection Bureau Finalizes Annual 
Privacy Notice Proposed Rules

In October 2014, the Consumer Financial Protection Bureau 
(CFPB) finalized a proposed rule that would alleviate reporting 
burdens under the Gramm-Leach-Bliley Act (GLBA).  The rule 
eliminates the need for certain financial institutions regulated 
by the CFPB to mail annual privacy notices to their customers, 
so long as the institutions comply with certain practices.  To 
avoid the notification requirement, a financial institution 
must (1) use the federal GLBA model privacy form; (2) refrain 
from engaging in information sharing that triggers customer 
opt-out rights under GLBA or the Federal Credit Reporting 
Act (FCRA); and (3) conspicuously publish its privacy notice 
online and provide customers with an annual disclosure that 
includes the URL at which the privacy notice can be found, a 
telephone number for customers to request a mailed notice, 
and a statement that the privacy policy remains unchanged 
from the previous notice.  However, an institution that has 
changed its privacy practices must use standard delivery 
methods for annual notices.

FFIEC to Update Cybersecurity Guidance Based on Recent 
Cybersecurity Assessments

On November 3, 2014, the Federal Financial Institutions 
Examination Council (FFIEC) released a report on its 
observations from cybersecurity assessments it conducted 
during summer 2014 at 500 community financial institutions.  
The report summarizes findings from the assessments and 
provides suggested questions for institutions to ask when 
assessing cybersecurity preparedness.  The FFIEC announced 
that it will review and update current FFIEC cybersecurity 
guidance based on these assessments.  The FFIEC also 
recommended that financial institutions of all sizes participate 
in the Financial Services Information Sharing and Analysis 
Center as part of their cybersecurity assessment process.  The 
center develops methods for obtaining, monitoring, sharing, 
and responding to threat and vulnerability information.

New York Department of Financial Services Introduces 
New Cybersecurity Preparedness Assessment Process  
for Banks

On December 10, 2014, the New York Department of 
Financial Services (DFS) issued an industry guidance letter 
to all of its regulated banking institutions introducing a 
new cybersecurity preparedness assessment process, 
which will become a regular part of the Department’s IT 
examination process.15  The letter encourages institutions 
to “view cybersecurity as an integral aspect of their overall 
risk management strategy.”  It also provides a nonexclusive 
list of the topics the examination will address, including 
corporate governance, integrating information security into 
core business functions, risks posed by sharing infrastructure, 
information management and security, and incident detection 
and response.  The letter also lists a dozen information 
requests to which it will seek responses as part of its 
comprehensive risk assessment of each institution.

New York DFS Announces Cybersecurity Assessments for 
Insurance Companies

The New York DFS published a report in February 2015 on the 
state of cybersecurity preparedness in the insurance industry 
and announced plans for regular, targeted assessments 
of insurance companies.  Among the findings of the 14-
page report, DFS found that only 14 percent of insurance 
company CEOs receive monthly briefings on the state of their 
companies’ cybersecurity, despite multiple recent high-profile 
data breaches affecting financial institutions.16  
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Financial Privacy

Eleventh Circuit Reverses District Court’s Budget Rent A 
Car FACTA Decision 

On January 12, 2015, the Eleventh Circuit reversed a lower 
court’s holding that two insurance companies, Travelers 
Property Casualty Company of America and Saint Paul Fire 
and Marine Insurance Company, have no duty to defend an 
insured Budget Rent A Car licensee over its alleged violation 
of the Fair and Accurate Credit Transactions Act (FACTA).17  
The underlying suit against the Budget Rent A Car licensee 
alleges the licensee failed to redact credit card numbers 
and expiration dates on receipts.  The insurance companies 
initially won a motion for summary judgment in the district 
court, which declared that because the underlying complaint 
alleged only knowing violations of FACTA, which were 
excluded from coverage, the companies were not required to 
defend the insured licensee under the terms of the licensee’s 
policy.  However, the Eleventh Circuit panel disagreed, holding 
that the plaintiffs could proceed on the theory that the insured 
licensee violated FACTA with reckless disregard, a violation 
which is not excluded from the licensee’s coverage.  

President Obama Signs Executive Order Enhancing 
Government-Issued Payment Card Security

As part of a broader industry effort to improve the security of 
consumer financial transactions, President Obama issued an 
executive order on October 17, 2014 requiring government-
issued payment cards and payment processing terminals 
to employ “enhanced security features.”18  Starting January 
1, 2015, government agencies began issuing new cards and 
payment terminals with enhanced security features and 
replacing existing cards.  This Order comes in anticipation of 
a shift in liability for fraudulent transactions from card issuers 
to retailers who fail to support EMV technology, which will 
occur in October 2015.  The Order also provides measures to 
reduce identity theft burdens faced by victims and ensure that 
agencies use appropriate authentication and identity proofing 
processes for digital applications allowing citizens access to 
personal information.

Multiple Employers Sued for Failing to Clearly Disclose 
Background Check Authorizations in Job Applications

In the last few months, numerous putative class action 
lawsuits have been filed in federal courts alleging that major 
U.S. employers have failed to comply with the Federal Credit 
Reporting Act (FCRA) by conducting background checks 
on prospective employees without proper disclosure.  Suits 
have been filed against Paramount Pictures Corp.,19 Whole 
Foods,20 and Michaels Stores Inc.,21 alleging that these entities 
failed to provide prospective employees with clear and 
conspicuous disclosures that the prospective employee would 
be subject to a background check, as required by the FCRA.  A 
similar suit filed against Publix Super Markets Inc. settled in 
November for approximately $6.8 million.22

Supreme Court Deciding Whether to Hear Spokeo’s  
FCRA Challenge

A petition for certiorari pending before the U.S. Supreme 
Court may have broad implications for establishing the injury-
in-fact requirement under Article III of the U.S. Constitution in 
privacy cases if accepted by the Court.  In May 2014, Spokeo 
filed a petition with the Court seeking review of a Ninth 
Circuit Court of Appeals decision allowing a class action 
to proceed and determining that allegations that Spokeo 
compiled false information into reports sold to its subscribers 
were sufficient to establish an injury-in-fact under the FCRA.23  
Opponents of this ruling argue that allowing the ruling to 
stand would make it easier for plaintiffs to file “no-injury” 
class action suits under a variety of federal privacy statutes.
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Health 
Privacy

K E Y  D E V E L O P M E N T S

A recent HIPAA enforcement action by the 
Department of Health and Human Services 
resulting in a $150,000 fine has highlighted 
the need for covered entities and business 
associates to ensure that all software 
involved in storing and processing protected 
health information is up-to-date and fully 
patched.

HIPAA audits of covered entities and 
business associates are expected to 
continue throughout 2015 and 2016 in 
several phases.  The President recently 
announced that the federal office charged 
with conducting the audits would receive 
a budget increase of $4 million, signaling 
that the audits are a priority for the 
Administration.

A key Senate committee is considering 
imposing mandatory encryption of 
protected health information following the 
Anthem breach of unencrypted protected 
health information.  HIPAA strongly 
encourages but does not strictly require 
the use of encryption and many businesses 
have resisted incorporating it throughout 
their systems to avoid losses in efficiency 
and functionality.

HHS Inspector General Audit Finds Health Insurance Marketplace 
Security Flaws

The Department of Health and Human Services (HHS) Office of the 
Inspector General (OIG) has continued to demonstrate its attention to 
data security matters in the realm of health-related personal information, 
recently finding multiple flaws in the security controls implemented by the 
federal Healthcare.gov health insurance marketplace website along with 
the similar websites operated by state-run exchanges in Kentucky and New 
Mexico.24  The OIG’s report found that while all three exchanges generally 
protected consumer personal information in line with federal standards, 
there was much room for improvement, particularly with respect to 
implementing robust access controls and developing tools to quickly detect 
and defend against intrusion attempts and other cyber attacks.  The OIG’s 
audit, which it indicates will be one of many, suggests that ensuring the 
security of health-related personal information will continue to be a priority 
for the agency.

Healthcare Provider Pays $150,000 for Ignoring Policies and Using 
Outdated Software

In December 2014, the HHS Office of Civil Rights (OCR) announced a 
$150,000 settlement with Anchorage Community Mental Health Services 
(ACMHS), a healthcare provider in Anchorage, Alaska, following a breach 
of protected health information (PHI) that affected 2,743 individuals.25  The 
immediate cause of the breach – malware that allowed hackers to access 
ACMHS’s network – was directly attributed to ACMHS’s failure to follow the 
HIPAA policies it adopted and to update the software used to store PHI with 
available patches, thereby allowing known vulnerabilities to remain exposed.  
In addition to the monetary penalty, ACMHS has agreed to implement a 
corrective action plan and report on its status to OCR for two years.26
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Health Privacy

HIPAA Audits Expected for Covered Entities and Business 
Associates in 2015

The HHS OCR is expected to begin a second round of 
intensive HIPAA compliance audits in 2015 that will target 
approximately 350 covered entities and 50 business 
associates.27  The covered entity audits will focus on a range 
of areas, including security risk analysis and management, 
breach notification protocols, privacy notices, access to 
PHI, device and media controls, PHI transmission security, 
and employee training.  Audits of business associates are 
expected to focus on security risk analysis and management 
and breach reporting to covered entities.  OCR projects 
additional audits in 2016 focused on encryption and 
decryption, physical facility access controls, breach reporting, 
and high-risk areas identified in the current round of audits.  
Privacy and compliance officers at covered entities and 
business associates should evaluate their organizations’ 
preparedness for these audits, including by ensuring that 
they have performed and documented a comprehensive risk 
assessment.  The HHS security risk assessment tool released 
in early 2014, freely available on the OCR website, provides 
a good starting point for this process.28  The President’s FY 
2016 budget requests an additional $4 million earmarked for 
OCR’s HIPAA audits, indicating that the Administration sees 
the audits as a priority.29

Senate to Consider Mandatory PHI Encryption

The Senate Health, Education, Labor, and Pensions Committee 
is currently planning a bipartisan review of health information 
security and has confirmed in the wake of the data breach 
affecting Anthem that it is considering reforming HIPAA to 
require that all protected health information (PHI) held by 
covered entities be encrypted at all times.  Although HIPAA 
does not strictly require encryption, it strongly encourages 
it and covered entities and business associates that fail to 
use it should be prepared to defend their security practices.  
Businesses accessing large amounts of PHI on a regular basis 
have generally been reluctant to implement encryption across 
their systems due to the loss of functionality and efficiency 
that often results.30

2015  ROUND 2 (COVERED ENTITIES)

g Device and Media Controls

g Transmission Security

g Privacy Safeguards

g Employee and Vendor Training

2016 

g Encryption and Decryption

g Facility Access Control

g Breach Reporting and Complaint Processing

g Other High-Risk Areas

HIPAA Audit Subjects

2015  ROUND 1 (BUSINESS ASSOCIATES)

g Risk Analysis and Risk Managementt

g Breach Reporting to Covered Entities
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Student and 
Children’s 
Privacy

K E Y  D E V E L O P M E N T S

President Obama has announced a new 
initiative to protect student privacy.  The 
initiative is expected to include new federal 
legislation meant to ensure that student 
data collected in classrooms is used only 
for educational purposes.  The President 
also endorsed a voluntary student privacy 
pledge created by the Future of Privacy 
Forum and Software and Information 
Industry Association that commits 
companies to 12 specific privacy practices.

California’s new privacy law granting 
minors additional online protections went 
into effect January 1, 2015.  The law enables 
minors to request removal of certain 
content and information from online and 
mobile platforms.

An FTC staff letter issued to China-based 
software developer Baby Bus clarifies the 
extraterritorial applicability of COPPA and 
highlights the risks for non-U.S. companies 
offering services targeting children in the 
United States.  The letter also reminds 
companies subject to COPPA that the FTC 
considers geolocation data highly sensitive 
and subject to close scrutiny.

Chinese Company Faces FTC Inquiry for Collecting Geolocation Data 
from Children’s Apps

On December 22, 2014, the Federal Trade Commission (FTC) notified 
Baby Bus (Fujian) Network Technology Co., Ltd. that it appeared to be 
in violation of the Children’s Online Privacy Protection Act (COPPA) for 
collecting information through its apps directed at children in the United 
States.31  Although the company is based in Fujian, China, it advertises 
multiple apps on various mobile platforms for purchase in the United 
States.  These apps use cartoon characters to teach young children basic 
skills and also appear to collect precise geolocation information that is 
then transmitted to third-party advertisers and analytics companies.  In 
its letter, the FTC informed the company that COPPA applies to foreign-
based websites and online services that are involved in commerce in 
the United States and recommended that the company review all of its 
apps in light of COPPA’s requirement, noting that the FTC would follow 
up on the violations.  The agency also published a blog post reminding 
all COPPA-covered businesses that geolocation data remains highly 
sensitive, especially when connected to children.32

Yelp and TinyCo Enter Settlements with FTC Over COPPA Violations

The FTC settled two complaints in September 2014 against mobile app 
providers, Yelp and TinyCo., Inc., for violating COPPA by improperly 
collecting children’s information.  Yelp allegedly failed to prevent 
children under 13 from registering for its service, and TinyCo allegedly 
collected email addresses from children through its app without 
following COPPA’s procedural collection steps.  Under the terms of the 
settlements, each company agreed to pay a civil penalty – $450,000 
for Yelp and $300,000 for TinyCo – and is required to delete the 
information it collected from users under the age of 13.
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Student and Children’s Privacy

President Obama Announces Student Privacy Initiative

On January 12, 2015, President Obama announced a new 
initiative to protect the privacy of students.  As part of 
this initiative, the President is expected to propose new 
federal legislation, the Student Digital Privacy Act.  The 
proposed legislation is meant to ensure that data collected 
in the classroom will be used only for educational purposes.  
Although the White House has not released details, the 
legislation will likely be modeled on a California law passed 
last year, which prevents companies from targeting students 
with advertising based on data collected at school or selling 
such data for non-educational purposes.  As part of this 
initiative, President Obama also endorsed the Future of Privacy 
Forum and The Software & Information Industry Association’s 
voluntary student privacy pledge, encouraging companies 
to sign on to the joint initiative.33  Signatories of the privacy 
pledge commit to 12 practices, including abstaining from 
selling student information, engaging in targeted behavioral 
advertising, and changing privacy policies without notice or 
choice.  The pledge has been criticized, however, for failing to 
ensure adequate security of student information.34

Department of Education Issues Student Privacy 
Compliance Guidance

The Department of Education (DOE) has issued guidance 
and model terms of service for schools to use in evaluating 
whether online educational tools and mobile applications 
comply with student privacy laws.  The guidance consists of 
a publication entitled Protecting Student Privacy While Using 
Online Educational Services: Model Terms of Service,35 which 
provides advice on evaluating common privacy provisions 
found in application terms of service, and also includes a 
training video about the privacy obligations schools must 
abide by when using online educational services.36

California’s Privacy Law for Minors Went into Effect 
January 1, 2015

The California Rights for Minors in the Digital World Act went 
into effect on January 1, 2015.37  The law gives Californians 
under the age of 18 the right to remove or request removal of 
content and information from online and mobile app postings 
on platforms that are either directed to minors or directed to 
a general audience but for which the company has knowledge 
that minors use the website or application.  Covered 
companies must also notify minors that the removal service is 
available and provide instructions on how to use the service.  
Although the law’s protection is limited to California minors, 
its requirements may extend to companies operating from 
outside California as well if they handle personal information 
of California minors.

Children’s Web Privacy Suit Dismissed Against Google  
and Viacom

On January 21, 2015, a federal district court dismissed a 
nationwide suit against Google and Viacom under the Video 
Privacy Protection Act and a New Jersey anti-hacking law 
for allegedly tracking the Internet activity of children visiting 
Nick.com for advertising purposes.38  The companies allegedly 
placed cookies on children’s computers to gather information 
after Viacom secretly tracked children under the age of 13 
who used the site and shared the information it collected with 
Google.  The suit was dismissed when the court determined 
that no evidence had been offered to prove that Google and 
Viacom could individually identify the particular children 
using the service.



Data Privacy and Security Watch 

Spring 2015
14

Data 
Breach

K E Y  D E V E L O P M E N T S

Multiple large-scale data breaches affecting 
Sony Pictures, Anthem, JPMorgan, Home 
Depot, the U.S. Postal Service, and others have 
affected hundreds of millions of Americans 
in the last few months, exposing millions of 
records containing sensitive health, financial, 
and other personal information across multiple 
industries and sectors.

These large-scale breaches, which can cost 
companies over $100 million, more than 
doubled the adoption rate of corporate cyber 
insurance policies from 10 percent in 2013 to 26 
percent in 2014.

President Obama renewed calls for Congress 
to pass stalled data security and privacy 
proposals, including a proposed national data 
breach notification law.  The proposal would set 
a national standard with a 30-day deadline for 
informing affected individuals in the event of 
a breach but is seen as potentially preempting 
stronger state laws.

California and Wyoming passed amendments 
to their data breach notification statutes.  
California now requires all offers of identity theft 
protection services to be for at least 12 months 
of services, while Wyoming has broadened the 
scope of notice-triggering personal information 
and added to the required content of breach 
notices sent to Wyoming residents.

Obama Calls on Congress to Pass Data Breach Notification Law Proposal

In January 2015, President Obama renewed calls for Congress to pass stalled 
data security and privacy proposals, including a national data breach notification 
law proposal.  The President’s data breach notification proposal would set a 
national standard with a 30-day deadline for informing affected individuals in 
the event of a breach.  It contains a risk of harm standard that would exempt 
companies from providing notice to individuals if an assessment concluded that 
no reasonable risk exists that the breach harmed or will harm the individuals 
whose information was affected, although companies would have to notify the 
Federal Trade Commission (FTC) in order to take advantage of the exemption.  
The FTC and state attorneys general would have enforcement authority over the 
law.  Notably, the proposed standard uses a different and broader definition of 
personal information than the definition found in many state breach notification 
statutes, which could significantly increase the number and types of breaches 
for which companies would be required to notify individuals.39

Cyber Insurance Plans See Major Increase in Popularity

A recent report published by the Ponemon Institute on data breach 
preparedness found that cyber insurance policies have become an increasingly 
important component of companies’ data breach preparedness plans, with the 
adoption rate more than doubling from 10 percent in 2013 to 26 percent in 2014.  
In the study, 43 percent of risk management professionals reported that their 
companies had experienced a data breach involving the loss or theft of more 
than 1,000 records containing sensitive or confidential customer or business 
information in the prior two years.  In addition, 67 percent of respondents stated 
that their organizations do not understand what needs to be done following a 
material data breach to prevent the loss of customers’ and business partners’ 
trust and confidence.40
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Anthem, a U.S. health insurer, announced on February 5, 2015 that hackers obtained data on tens of millions of 
current and former customers, employees, and non-customers who have used Blue Cross or Blue Shield insurance in 
states where Anthem operates partnerships in a sophisticated attack that has led to an FBI probe.  The information 
compromised includes names, dates of birth, Social Security numbers, street and email addresses and employee data 
such as income.  The company has said that it will notify customers who were affected and provide credit and identity-
theft monitoring services free of charge.  Seven members of the National Association of Insurance Commissioners will 
lead the multistate investigation of the breach, which is ultimately expected to cost over $100 million.

Staples announced on December 19, 2014 that the payment cards of approximately 1.2 million customers were 
compromised by a previously announced breach that affected 115 of the company’s retail stores.  Staples is offering 
affected customers free credit monitoring, identity theft insurance, and a free credit report.

On November 25, 2014, Sony Pictures Entertainment announced it had discovered a cyber attack that gave 
perpetrators access to huge troves of confidential employee information, including executive salaries, personal emails, 
and other highly sensitive data, along with unreleased films set to open in theaters, which the hackers then posted on 
file-sharing sites.  The attack, which has been tied to North Korea, occurred in the month prior to the scheduled release 
of “The Interview,” a comedy about an assassination plot against North Korean leader Kim Jong-un, and resulted in 
many large theaters’ refusal to carry the film.

In an October 2014 Form 8-K SEC filing, JPMorgan Chase & Co. reported that contact information (including name, 
address, phone number, and email address) for about 76 million households and seven million small businesses was 
compromised in the data breach that began in June 2014.  In addition to contact information, hackers tapped into 
internal data containing information such as whether customers are clients of the bank, or its mortgage, auto, or credit 
card divisions.  The breach is being probed by attorneys general in several states, including Connecticut, Illinois, and 
Rhode Island.

In November 2014, Home Depot announced that 53 million email addresses were taken by hackers during the breach 
it suffered in 2014, in addition to the previously disclosed 56 million payment cards.  Home Depot said that the hackers 
used a third-party vendor’s user name and password to reach the perimeter of its network and subsequently to gain 
additional rights to navigate the company’s systems.  Home Depot reported that it spent $33 million responding to the 
data breach in 2014 in a Form 8-K filing.

The United States Postal Service issued a statement in November 2014 indicating that personal information of 
800,000 employees, including names, dates of birth, and Social Security numbers, was affected by a hacking 
incident.  Personal information of customers who called or emailed the Postal Service Customer Care Center was also 
compromised.  In the wake of the announcement, the American Postal Workers Union announced that it had filed an 
unfair labor practice charge with the National Labor Relations Board regarding the Postal Service’s failure to bargain 
over the impact of the breach.

Recent Data Breaches Announced
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Wyoming Amends Breach Notification Requirements

On March 2, 2015, the governor of Wyoming signed a law 
that adds elements to the definition of personally identifiable 
information triggering notification of a data breach.  The 
definition now includes taxpayer identification number, birth 
or marriage certificates, biometric data, medical history, 
and health insurance information.  A separate law specifies 
additional information required to be included in breach 
notices.  Both laws go into effect in July 2015.41

California Updates Data Breach Notification Law

California Governor Jerry Brown recently signed a bill to 
update California’s data breach notification law.  The new law 
requires notifications sent to individuals affected by a security 
breach that include an offer to provide identity protection 
services to offer such services at no cost for at least 12 
months (although it does not require the services to be 
offered in the first place), and expands the requirements for 
maintaining reasonable security practices and procedures for 
businesses that maintain personal information of California 
residents.  The law also prohibits the sale, advertisement for 
sale, or offer to sell an individual’s Social Security number.42

Parties Reach Settlement in Target Data Breach Litigation

On March 18, 2015, a federal district court in Minnesota 
approved a settlement in class action litigation related  
to Target’s December 2013 data breach affecting payment 
card and other personal information of as many as  
70 million customers.  Target has agreed to pay $10 million 
plus attorney’s fees and costs, and has also agreed to 
implement various data security measures, including:   
(1) appointing a high level executive as Chief Information 
Security Officer; (2) maintaining a written information 
security program; (3) maintaining a process to monitor 
information for security events and to respond to any threats; 
and (4) providing security training to Target employees.43  
The settlement comes after the court held in December 2014 
that the plaintiffs had alleged injury sufficient to establish 
standing, stemming from “unlawful charges, restricted or 
blocked access to bank accounts, inability to pay other bills, 
and late payment charges or new card fees.”44

Zappos and Attorneys General Sign Compliance Agreement

Zappos and nine states signed a no-fault assurance of 
voluntary compliance on January 5, 2015 related to a data 
breach the company suffered in 2011.  Under the agreement, 
Zappos will pay $106,000 to the attorneys general of Arizona, 
Connecticut, Florida, Kentucky, Maryland, Massachusetts, 
North Carolina, Ohio and Pennsylvania.  The company 
also agreed to a number of other obligations, including 
data security improvements, new oversight and reporting 
requirements, and employee information security training.45  
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K E Y  D E V E L O P M E N T S

President Obama proposed legislation to 
encourage sharing cyber threat information 
between the public and private sectors.  
Among other things, the legislation would 
offer targeted liability protection for 
companies that choose to share information.  
Similar legislation is already working its way 
through Congress and was recently passed by 
the Senate Intelligence Committee.

The Eleventh Circuit affirmed a lower court 
ruling dismissing LabMD’s challenge against 
the Federal Trade Commission’s authority to 
regulate data security.  Meanwhile, the Third 
Circuit heard oral argument in Wyndham’s 
similar challenge, and a ruling is expected in 
the coming months.

The Federal Communications Commission 
imposed a $10 million fine in its first data 
security enforcement action.  The agency 
claims that two companies placed personal 
information of up to 305,000 consumers – 
including Social Security numbers, names, 
addresses, and driver’s license numbers –  
on unprotected Internet servers that 
could be accessed by anyone without 
security credentials in violation of the 
Communications Act.

 White House Announces Cybersecurity Legislative Proposals

On January 13, 2015, President Obama proposed legislation 
that would encourage the private sector to share cyber threat 
information with the Department of Homeland Security’s (DHS) 
National Cybersecurity and Communications Integration Center 
(NCCIC).46  NCCIC would then disseminate the cyber threat 
information in near real time to relevant federal agencies and 
potentially impacted industry stakeholders.  The President’s proposal 
provides targeted liability protection for companies that share cyber 
threat information.  As part of the proposal, shared cyber threat 
information could not be used in an enforcement action and would 
not be subject to dissemination under the Freedom of Information 
Act, although law enforcement would have limited access to the 
information.  The proposal also encourages the private sector to 
form Information Sharing and Analysis Organizations (ISAOs) to 
assist with sharing cyber threat information.  The proposal comes a 
month after Congress passed, and the President signed into law, a 
bill that codified NCCIC as an entity charged with facilitating cyber 
threat information sharing.47  Congress has also proposed its own 
cyber threat data sharing legislation; a bill introduced by Senators 
Richard Burr (R-NC) and Dianne Feinstein (D-CA) was recently 
approved by the Senate Intelligence Committee on a 14-1 vote, 
although it has been heavily criticized by privacy advocates.48
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White House Holds Cybersecurity Summit

The White House hosted the Summit on Cybersecurity 
and Consumer Protection on February 13, 2015, at Stanford 
University to foster coordination on public and private 
sector efforts to protect Americans from cyber attacks.  As 
part of the Summit, President Obama signed an executive 
order intended to promote cyber threat information sharing 
between the private sector and the federal government.49  The 
executive order builds on the legislative proposal discussed 
above by asking private sector entities to develop ISAOs to 
serve as collection points for data exchanges.  The executive 
order also directs DHS to create and fund a non-profit 
organization tasked with developing voluntary standards for 
ISAOs.

LabMD’s Complaint Dismissal Affirmed by Federal  
Appeals Courts

On January 20, 2015, the U.S. Court of Appeals for the 
Eleventh Circuit affirmed a lower court ruling dismissing 
on procedural grounds LabMD’s claim that the FTC lacks 
authority to charge it with violating the FTC Act for failing 
to provide adequate data security.50  The Court held that the 
FTC’s refusal to dismiss the administrative complaint filed 
with the agency was not a final agency action and, as such, 
was not ripe for court review.  The FTC’s authority to regulate 
data security under the FTC Act is also the subject of a 
challenge pending before the Third Circuit in FTC v. Wyndham 
Worldwide Corp., discussed below.

Oral Argument Heard in Wyndham Challenge to FTC Data 
Security Authority

On March 3, 2015, the FTC and Wyndham made their oral 
arguments before the U.S. Court of Appeals for the Third 
Circuit in Wyndham’s challenge to the FTC’s jurisdiction over 
regulating data security.  The case has attracted considerable 
interest and a number of amicus briefs have been filed on behalf 
of either side.51  The FTC argued, in its brief filed in November,52 

for the Third Circuit to affirm a lower court’s ruling rejecting 
Wyndham’s motion to dismiss on the grounds that the FTC 
does not have authority to regulate data security under 
Section 5 of the FTC Act.  Wyndham asked the Third Circuit 
in its October and December-filed briefs to overturn the 
lower court’s ruling.53  Specifically, Wyndham argued that its 
actions in failing to protect consumers’ payment information 
were negligent, and that negligence is neither necessary 
nor sufficient to establish an unfair business practice under 
Section 5 of the FTC Act.  A decision in the case is expected 
within the next few months.

FCC Imposes First Data Security Fine

A divided Federal Communications Commission (FCC) 
made its first foray into data security regulation, issuing a 
Notice of Apparent Liability on October 24, 2014 against 
two telecommunications carriers, YourTel America, Inc. and 
Terracom, Inc., for $10 million for failing to adequately protect 
consumers’ personal information.54  The FCC alleges that 
the companies placed up to 305,000 consumers’ personal 
information – including Social Security numbers, names, 
addresses, driver’s license numbers, and other personal 
information – on unprotected Internet servers that could be 
accessed by anyone without security credentials.  The FCC 
claims that YourTel and Terracom violated Section 201(b) 
of the Communications Act, which requires all practices in 
connection with interstate or foreign communication service 
to be just and reasonable, by failing to employ basic and 
readily available data security features, by misrepresenting 
their security practices to consumers, and by failing to notify 
all affected consumers.  The FCC further claims that the 
companies violated Section 222(a) of the Communications 
Act by failing to protect consumers’ “proprietary network 
information,” which the FCC interpreted to include personal 
data that consumers expect carriers to keep private.  Two of 
the five FCC commissioners – Ajit Pai and Michael O’Rielly 
– dissented, arguing that the FCC had failed to provide fair 
notice of “novel legal interpretations and never-adopted rules” 
before imposing a significant financial penalty. 
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The NLRB ruled that employees have a 
right to use company email systems for 
certain protected activities, including 
self-organization and other statutorily 
protected communications.  According to 
the ruling, employers can generally prevent 
employees from using company email for 
such purposes by issuing a total ban on 
non-work use of the system.

NLRB Finds Employee Right to Use Email for Protected Activities

The National Labor Relations Board (NLRB), in a 3-2 ruling on December 
11, 2014, found that employees who have been given access to an 
employer’s email system must presumptively be allowed to use the 
email system for statutorily protected communications, including self-
organization and other communications.55  The NLRB ruling in Purple 
Communications overturned a 2007 decision – in Register Guard – which 
held that employees had no statutory right to use their employer’s email 
systems for statutorily protected communications.  The NLRB overturned 
its prior decision on the grounds that it was too focused on employers’ 
property rights and that it placed too little importance on email as the 
dominant means of workplace communication.  The NLRB’s ruling 
explicitly limits its applicability to employees who have already been 
granted access to the employer’s email system in the course of their 
work.  The ruling also permits employers to justify a total ban on non-
work use of email by demonstrating that special circumstances make the 
ban necessary to maintain production or discipline.  Absent a total ban 
on non-work use of email, employers are allowed to apply uniform and 
consistently enforced controls over their email systems to the extent that 
such controls are necessary to maintain production and discipline.

If access is granted, 
employees must generally 
be permitted to use the 
system for protected 
communications absent 
special circumstances.

NLRB Ruling in Purple Communications

Applies to employees who 
have been granted access 
to an employer’s email 
system, but does not require 
employers to provide email 
access to employees.
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Workplace Medical Records Privacy Ruling Limits Employer 
Compliance Risk

The Occupational Safety and Health Review Commission 
(OSHRC) issued a ruling resolving a potential conflict 
between employers’ confidentiality obligations under 
the Family and Medical Leave Act (FMLA) and reporting 
obligations under Occupational Safety & Health 
Administration (OSHA) regulations.56  OSHRC ruled on 
September 29, 2014 that FMLA administrators are not 
required to report certain medical conditions where such 
reporting would violate FMLA confidentiality requirements.  
OSHRC reversed a lower decision that would have required 
logging FMLA injuries and illnesses on OSHA logs despite 
FMLA confidentiality protections.  OSHRC’s decision only 
applies where there is a clear separation between the 
FMLA administrator and the persons conducting OSHA 
recordkeeping. 
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The EU’s Article 29 Working Party adopted 
guidelines on the implementation of the 
“Right to be Forgotten” as it pertains to search 
engines, providing a glimpse of how regulators 
may interpret the European Court of Justice’s 
landmark ruling establishing the right.  In 
January 2015, the Working Party indicated 
that search engines should apply Right to 
be Forgotten requests globally, including to 
searches that take place on non-EU domains.

Work on the controversial and long-delayed 
EU data protection regulation continues, with 
ratification currently expected by early 2016.  
EU ministers agreed in October on several key 
provisions of the draft regulation, including 
the need to conduct data protection impact 
assessments, and requiring non-EU data 
controllers to appoint an EU representative.  
The Council of the European Union is expected 
to approve the draft bill text by mid-2015.

Russia’s new data localization law, which 
generally requires database operators to 
store all personal data of Russian citizens 
in databases located within Russia, is now 
scheduled to take effect on September 1, 2015, 
a year earlier than previously planned.  

Canada

Alberta Amends Provincial Privacy Statute After Deadline Extended
After receiving a six-month extension from the Supreme Court of Canada 
to revise the Personal Information Protection Act (PIPA),57 the Alberta 
legislature passed Bill 3, which amends the law to remove the requirement 
that unions obtain consent to collect or process personal information during 
labor disputes, which had caused the Supreme Court to invalidate the entire 
law as unconstitutional in 2013.  

First Major Anti-Spam Penalty Issued
The Canadian Radio-television and Telecommunications Commission 
(CRTC) announced earlier this month that it has issued the first penalty 
under Canada’s robust Anti-Spam Law (CASL), fining Quebec-based 
Compu-Finder CAD $1.1 million for “flagrant” violations of CASL, including 
failure to obtain adequate consent and failure to provide functioning opt-out 
links within commercial electronic messages.  With the CRTC indicating 
that it “take[s] violations to the law very seriously,” the Compu-Finder 
penalty could be a sign of continuing, robust enforcement efforts.58

Regulator Publishes Guidance on CASL
The CRTC published guidance in November 2014 on how it will enforce the 
computer program provisions of CASL, including its consent and disclosure 
requirements.59  The guidance clarifies that CASL prohibits the installation 
of computer programs on another person’s computing device during the 
course of commercial activity without the express consent of the device’s 
owner prior to installation, and applies to programs installed on desktops, 
laptops, smartphones, gaming consoles, and other connected devices.  
Separate consent is required for updates or upgrades of installed software.  
The computer program consent provisions went into effect in January 2015.
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OPC Examines Privacy Practices of Microsoft and Google
In two enforcement reports issued in December 2014, 
the Office of the Privacy Commissioner of Canada (OPC) 
examined the privacy practices of Microsoft and Google.  
OPC specifically criticized Microsoft for gaps in its privacy 
accountability framework in dealing with users’ complaints, 
although it was satisfied by the company’s “fulsome 
response” in resolving the complainant’s original issue 
during the investigation.  OPC found in favor of Google on 
a complaint alleging that Google forced a user to consent 
to permissions that would lead to the collection of personal 
information, but encouraged Google to improve the clarity of 
the permissions process.

European Union

EU Ministers Agree on Data Protection Regulation 
Provisions Related to Data Processors and Controllers
In October 2014, EU justice ministers agreed on several 
provisions of the draft EU data protection regulation 
relating to requirements for data controllers and processors.  
Ministers agreed that “high risk” processing that could 
infringe on the rights of data subjects by, for example, 
exposing them to the risk of identity theft, fraud, or 
reputational damage, should trigger a data protection impact 
assessment.  Ministers also agreed that controllers should be 
required to consult with their data protection supervisor on 
the measures to be taken to mitigate the risk of infringement.  
They agreed that non-EU data controllers should be required 
to nominate an EU representative except for data processing 
that is unlikely to result in a risk for data subjects.  Regarding 
the obligations of data controllers and processors, such 
as maintaining records of operations and making records 
available to supervisors, the EU ministers endorsed an 
exemption for companies with fewer than 250 employees 
that do not carry out high risk data processing. 

Article 29 Working Party Says User Consent Requirements 
Apply to Device Fingerprints
In November 2014, the Article 29 Working Party released an 
opinion stating that the user consent requirements of the EU’s 
e-Privacy Directive apply to “device fingerprints,” or sets of 
data that can be used to identify specific Internet-connected 
devices (such as computers, smart meters, or other objects 
in the “Internet of Things”).  This means that any company or 
organization that wants to use device fingerprints to identify 
connected devices in the EU must first obtain the device 
user’s valid consent.60

Article 29 Working Party Issues Guidance on Right to be 
Forgotten
The Article 29 Working Party adopted guidelines in November 
2014 on the implementation of the European Court of Justice’s 
May 2014 decision, which ruled that Google was a data 
controller and as such was obligated to comply with EU data 
protection laws, including the Right to be Forgotten.61  The 
recommendations set out criteria to determine under which 
circumstances search results should be de-indexed, noting that 
as a general rule, the rights of individuals to suppress search 
results prevail over other interests.  The privacy regulators also 
criticized the practice of notifying website operators when 
search results linking to their sites are delisted.  On January 16, 
2015, the Article 29 Working Party sent letters to Microsoft, 
Qwant, and Yahoo! stating that the Internet search engines 
should apply right to be forgotten requests globally (including 
to searches that take place on .com domains), and not just to 
results returned from searches carried out on European Union 
domains.  Google appointed an advisory council, which issued 
a report on February 6, 2015 concluding that the Right to be 
Forgotten should apply only to EU domains.62  

France – DPA Plans to Conduct Audits for Compliance With 
Cookie Recommendations
France’s data protection authority (CNIL) announced 
in October 2014 that it will use online audits to verify 
compliance with French laws and recommendations on 
the use of cookies and other mechanisms that track users’ 
browsing histories.  The CNIL plans to audit the number 
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and types of cookies that sites install on users’ machines; 
information given to site users about cookies used; the quality 
and relevance of that information; and the process used to 
obtain users’ consent for cookies.

France – CNIL Expands Trust Seal Program
In December 2014, CNIL’s governing board decided to expand 
its voluntary data protection trust seal program to include a 
data governance seal, which allows companies to certify that 
their internal data processing complies with French privacy 
law.  In order to obtain the seal, companies and organizations 
must take a number of steps, including designating a 
data protection officer that is tasked with overseeing data 
governance procedures and establishing a regularly updated 
report of all data processing within the company.

Italy – Google to Submit to Italian DPA Audits on U.S. Soil
The Italian DPA has announced that it will perform monitoring 
and audits of Google’s operations, including spot checks at 
Google’s Mountain View, California headquarters, to ensure 
Google’s compliance with Italian data protection law.  Google 
reportedly agreed to the Italian assessments, which are 
believed to be the first conducted of a U.S. company.63 

Italy – DPA Publishes Biometric Rules
In December 2014, the Italian DPA published rules governing 
the use of biometric data, making it easier for companies 
and other private entities to use certain data without prior 
consent from regulators.  The new rules also require that data 
breaches compromising biometric information be reported 
within 24 hours and establish safeguards that companies 
must implement in order to use biometric data.  The 
safeguards require companies to take steps such as deleting 
biometric data when no longer needed, restricting copying of 
data, and submitting oversight reports to the DPA.

Netherlands – DPA Issues Cease and Desist Order to Google
The Dutch Data Protection Authority (CBP) issued a cease 
and desist order to Google, threatening a fine of €60,000 
per day, up to €15 million total, for breaching the Dutch Data 

Protection Act.  The CBP said that Google breaches Dutch 
law by collecting the personal data of Internet users without 
sufficient consent and by combining personal data across 
its services.  The order required Google to amend its privacy 
practices to make clear to users that Google is the owner of 
YouTube, seek the unambiguous consent of users for combining 
their data across services, and to revise its privacy policy to 
clarify what data Google collects and how such data is used.

Russia – Regulator Clarifies New Law Will Not Block Cross-
Border Online Services
The Russian federal data protection regulator has stated 
that the new Russian data localization law, which requires 
data operators to store all personal data of citizens of the 
Russian Federation in databases located inside Russia by 
September 1, 2015, a year earlier than previously announced, 
will not block cross-border online services.  The new law will, 
however, prohibit Russian data transfers without consent 
to jurisdictions where there is no adequate protection of 
personal data.

Spain – DPA Issues Privacy Guidance
In October 2014, the Spanish Data Protection Agency issued 
guidance to companies on how to identify and avoid privacy 
risks.  The guidance aims to introduce new approaches to 
data protection, such as privacy by design, and recommends 
a privacy impact assessment where a company uses certain 
technologies such as geolocation, data mining, and biometric 
analysis.64

Turkey – President Signs New E-Commerce Privacy Law
In November 2014, Turkey’s president signed an 
e-commerce law requiring transparency for e-commerce 
transactions.  The law bans sending email spam and making 
unsolicited telemarketing calls, texts, and faxes.  The law 
also requires all service operators to protect personal data 
collected and stored as part of online transactions and 
prohibits them from transmitting data to third parties or 
using the information without consent for purposes other 
than that for which it was collected.
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