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The pending, well-publicized patent dis-
pute between Trend Micro, Inc. and Bar-
racuda Networks, Inc. is a good recent
example of the fact that open source software
(“OSS”), and “free” software generally, is
not free of legal risks, including risks of liti-
gation. Rather, litigation is a commonplace
occurrence regardless of software develop-
ment model, and OSS poses additional risks
that need to be considered by companies and
customers alike when developing, imple-
menting, distributing, or using OSS.

Trend Micro v. Barracuda Networks

Trend Micro is a leading producer of anti-
virus and Web security software, and the
owner of a U.S. patent (the “‘600 Patent”)
that scans email attachments and other con-
tent for viruses and other malicious software.
Barracuda likewise develops and sells email
and Web security applications." A number of
Barracuda’s enterprise products incorporate
“ClamAYV,” an OSS toolkit that can be used
on email gateways to scan messages for
viruses. Trend Micro asserts that ClamAV
infringes on its ‘600 Patent.

In September 2006, Trend Micro con-

Francis M. Buono is a Partner at Willkie
Farr & Gallagher LLP. Mr. Buono provides

strategic and legal advice in the areas of

intellectual property and technical stan-
dards-setting to IT organizations. In addi-
tion, Mr. Buono assists companies with their
telecommunications regulatory issues before
the Federal Communications Commission.
McLean Sieverding is a senior associate in
the Washington, DC office of Willkie Farr &
Gallagher LLP, where he focuses on telecom-
munications and intellectual property law
and policy issues.

tacted Barracuda regarding the alleged
infringement and sought to negotiate a
license for the ‘600 Patent. When negotia-
tions failed, Trend Micro demanded that Bar-
racuda remove ClamAV from its products. In
March 2007, Barracuda filed a complaint in
U.S. Federal Court seeking a declaratory
judgment that the ‘600 Patent is invalid and
that neither its products nor the ClamAYV soft-
ware infringe the patent. In November 2007,
Trend Micro filed a complaint with the U.S.
International Trade Commission.> In July
2008, Barracuda countersued Trend Micro in
U.S. Federal Court claiming that Trend
Micro infringes three of its patents, which
Barracuda recently purchased from IBM in
an effort to build an IP portfolio for defense.’
To further assist with its defense, Barracuda
has called on the open source community to
help uncover material proving ‘“prior art”
existed in the context of anti-virus scanning
on a firewall or gateway before the ‘600
Patent was granted to Trend Micro.

IP Protection And Enforcement:
Everyone Must Play By The Same Rules

Despite efforts by Barracuda and certain
members of the open source community to
cloud the issues and characterize the dispute
as a discriminatory attack on the open source
community, the reality is that this is a typical
patent infringement case pure and simple.
Indeed, Trend Micro has been enforcing the
‘600 Patent for many years and has previ-
ously settled similar claims with several non-
OSS companies. For example, in May 1997,
Trend Micro initiated patent infringement
actions against Symantec and McAfee for
violating the ‘600 Patent.* In both cases, the
parties settled, and Symantec and McAfee
have since licensed the covered technology
from Trend Micro. Thus, far from represent-
ing a targeted assault on OSS, the Trend
Micro cases — and the cases discussed below
— instead underscore two essential market-
place realities: (1) intellectual property
(“IP”) rights are essential drivers of innova-

tion and growth in the information technol-
ogy (“IT”) sector; and (2) the risk of IP liti-
gation is present irrespective of software
development model.

The Importance Of IP

On the first point, IP rights in software, as
in other areas of industry, give developers
like Trend Micro the incentive to invest in
innovative IT solutions that provide customer
value and enhance economic growth.
Patented technology innovation, for example,
accounts for over half the growth of the U.S.
economy (and some studies suggest it may be
closer to 80% of economic growth).” Further,
economists have found that the strength of a
country’s IP incentive and enforcement sys-
tems is the principal driver of innovation and
economic growth across the globe.®

IP Litigation Happens Regardless of
Software Development Model

On the second point, it is important to
emphasize that there are no special IP rules or
exemptions applicable to the open source
community; rather, it is held to the same stan-
dards and faces the same litigation risks as
proprietary software. The fact that Barracuda
has attempted to invalidate Trend Micro’s IP
rights by seeking out prior art, and has pur-
chased several patents from IBM in order to
counter-sue Trend Micro — also for IP
infringement — is evidence that both parties in
this instance understand the need to adhere to
the “rules of the game.”

OSS Developers And Implementers Are
Facing Increased IP Litigation And
Enforcement Risks

The Barracuda case also highlights the
fact that IP litigation and enforcement actions
against OSS developers and distributors —
both by proprietary software companies as
well as by other members of the OSS com-
munity — are becoming more prevalent. For
example, in June 2008, OSS leader Red Hat
settled a patent infringement suit by Firestar
Software, which contended that Red Hat’s
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Hibernate product infringed Firestar’s patent
relating to a software method for facilitating
access to a relational database.” In August
2007, Network Appliance filed a complaint
against Sun Microsystems seeking treble
damages and an injunction for alleged patent
infringement by Sun’s OSS-based ZFS File
System.® Further, in October 2007, IP Inno-
vation LLC filed a complaint alleging
infringement of three patents by distribution
of Red Hat’s Linux System and Novell’s
SUSE Linux Enterprise Desktop and Server
products.’

Other litigation involving OSS, some of
which has actually pitted one OSS concern
against another, stems from parties’ alleged
non-compliance with the restrictions in cer-
tain OSS licenses such as the General Public
License (“GPL”). The Free Software Foun-
dation (“FSF”) and its legal arm — the Soft-
ware Freedom Law Center (“SFLC”) — have
been particularly active in filing such suits.
For example, in 2007 and 2008, the SFLC
filed a series of enforcement actions on
behalf of the creators of BusyBox, a set of
Unix utilities licensed under GPLv2, against
various IT companies, alleging copyright
infringement for distribution of the BusyBox
software or a derivative in firmware without
making source code available as required by
GPLv2." Most of these cases have settled,
and often the defendant has been forced to
undertake costly and burdensome actions
that placed serious constraints on its busi-
ness." And just this month the Federal Cir-
cuit reversed a District Court ruling and held
that an OSS licensee that failed to comply
with certain terms of the OSS license was
liable for copyright infringement."

In Europe, open source supporters are
likewise aggressively pursuing OSS license
violations. For example, a group called the
gpl-violations.org project has reportedly
enforced the GPL in over one hundred cases
since 2004." Notably, on September 6, 2006,
the gpl-violations.org project prevailed in
court litigation against D-Link Germany
GmbH regarding D-Link’s allegedly inap-
propriate and copyright-infringing use of
parts of the Linux kernel.” It won another
victory in Germany in which the court
rejected the defendant’s argument that it did
not know OSS was installed in the router it
was distributing."”

Some Unique IP Risks Of OSS

Due to the collaborative approach to OSS
development, and the fact that it is not
always possible to trace OSS code back to its
origin, the open source community faces the
potential for even greater litigation risks
stemming from IP infringement.'¢

Adding to these risks is the fact that OSS
is customarily licensed “as is,” without ade-
quate representations and warranties or suffi-
cient indemnification that would protect
against infringement suits down the road.

Indeed, the American Bar Association Sec-
tion of Intellectual Property Law’s overview
of OSS licenses notes that “[t]he typical
license form does not include any intellectual
property representations, warranties or
indemnities in favor of the licensee” and that
“le]ven if such representations and war-
ranties or indemnity obligations existed in
open source license agreements, it would be
difficult if not impossible to recover against
the licensor for having licensed infringing
code.”"” As aresult, firms, such as Barracuda,
that incorporate OSS code into their prod-
ucts, networks, etc., generally bear all the
risk that such code may infringe on the IP
rights of others. Equally important, so do
their customers.

By contrast, proprietary software licenses
typically attempt to mitigate these concerns
by including a customer warranty that the
software will achieve a specified level of per-
formance, and an indemnity that the vendor
will defend and, if necessary, reimburse the
user in the event of an infringement lawsuit
alleging infringement by the vendor’s prod-
ucts.

The known IP risks associated with the
use of OSS have become of such concern that
major OSS supporters, such as IBM, Philips,
Sony, Red Hat, and Novell, formed the
“Open Invention Network™ (of which Bar-
racuda is a member) to acquire and pool
Linux-related patents in an effort to reduce
the IP risk faced by customers using Linux.'®
However, third-party analysts have con-
cluded that OIN and similar efforts are insuf-
ficient to overcome the significant IP risks
faced by Linux and other OSS. According to
Gartner, “the creation of OIN does not
address an issue of great concern to corporate
users: If an enterprise or a community of
open source software users is sued for using
allegedly misappropriated code in a product,
the user must possess an indemnification
contract asserting a vendor’s legal responsi-
bility to defend the user against such
infringement — or risk being subjected to the
costs of defending against the legal action.”
Thus, while OIN or similar efforts — e.g.,
OSS insurance provided by organizations
like Open Source Risk Management
(“OSRM”)" — may limit certain OSS risks,
they are not an adequate substitute for end-
user IP indemnification that protects compa-
nies and their customers against a much
wider set of contingencies and risks.

Conclusion

As the cases and discussion above show,
OSS is not free of legal risks, including liti-
gation. Rather, IP litigation happens regard-
less of software development model, and
OSS presents risks — at times unique and sig-
nificant risks — that need to be considered by
companies or customers when they develop,
implement, distribute, or use OSS. Efforts
such as OIN and OSRM’s OSS compliance

insurance serve as an acknowledgment by the
open source community that as OSS contin-
ues to become more commercial, it needs to
address IP issues, not ignore them. Propri-
etary and OSS providers alike must step up
and act responsibly by mutually respecting
IP, which will lead to increased innovation
and economic growth.
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