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INTRODUCTION

Global financial institutions are required to navigate various legal obligations in each
jurisdiction in which they operate with respect to anti-money laundering (AML) requirements
and data privacy considerations. This is especially challenging where the different regimes
impose different, and sometimes conflicting, obligations.

The convergence of AML requirements and data privacy considerations, in particular, raises
a unique set of challenges for financial institutions and other financial intermediaries: on the
one hand, the objective of AML regulations is to create transparency to combat illicit financial
activities and to protect the integrity of the global financial system; on the other hand, privacy
and data protection laws seek to restrict the disclosure and handling of personal financial
information to prevent any unauthorised access, use or disclosure of such information.

This chapter discusses key differences among AML and data privacy regimes in the
United States, the United Kingdom and the European Union; explores the existing legal
disconnections between the AML and privacy regimes; and offers recommendations to
global financial institutions caught in the middle.

DIFFERENCES AMONG AML REGULATORY REGIMES

Regardless of the jurisdiction, each AML regime we discuss in this chapter shares the same
fundamental goal of safeguarding the financial system from the abuses of financial crime,
including money laundering, terrorist financing and other illicit financial transactions. These
legal frameworks generally require financial institutions and others to develop, implement
and maintain AML compliance programmes to prevent and deter the evolving strategies
of money launderers and terrorists who attempt to gain access to the legitimate financial
system. Regulated persons are also generally required to report suspicious customer
activity.

Financial institutions operating in multiple jurisdictions should ensure that their compliance
processes adequately cover the AML-related requirements of each applicable jurisdiction,
which is particularly difficult where there is divergence among the regimes. Three important
areas of distinction to consider are the differences in scope with respect to which entities
are covered by the regulatory requirements, what information must be collected and
when reports must be submitted to the government. Although the United States, the
United Kingdom and the European Union each employ information collection and reporting
requirements on financial institutions to effectuate their AML regimes, the entities and
individuals that are subject to those requirements vary. Moreover, the type of information
collected and disclosed can also change based on location. Ensuring that global compliance
programmes take into account the nuances of each jurisdiction is essential.

Although this chapter focuses on AML and data privacy issues, we note that similar
challenges exist for global companies in navigating various sanctions and export controls
regimes. These challenges have become more pronounced in the wake of Russia’s invasion
of Ukraine, in which US sanctions and export controls imposed on Russia have not always
been the most restrictive. Although the United States, the United Kingdom and the European
Union have each implemented widespread sanctions and export controls measures in
an effort to restrict Russian access to the global financial system, the programmes are
not uniform, and each reflects different priorities and policy objectives. Global financial
institutions and other companies operating in multiple jurisdictions now must undertake

Challenges for global financial institutions under
conflicting legal regimes

Explore on GIR £



https://globalinvestigationsreview.com/guide/the-guide-anti-money-laundering/third-edition/article/challenges-global-financial-institutions-under-conflicting-legal-regimes?utm_source=GIR&utm_medium=pdf&utm_campaign=The+Guide+to+Anti-Money+Laundering+-+Third+Edition

RETURN TO SUMMARY

analysis to determine which sanctions and export controls regimes are applicable to their
activities and ensure that their compliance programmes are able to meet expectations for
each.

SCOPE OF COVERED FINANCIAL INSTITUTIONS

The United States, the United Kingdom and the European Union each regulate financial
institutions for AML purposes, but each jurisdiction defines the scope of regulated financial
institutions differently and considers different sectors as participating in the financial
system. For example, the United Kingdom and the European Union consider lawyers and
legal notaries to be regulated for AML purposes, which is something that the American Bar
Association has strongly opposed in the United states." The European Union also regulates
crypto service providers directly, whereas in the United States they are regulated only insofar
as they qualify as a money services business.

UNITED STATES

The Bank Secrecy Act, as amended (BSA), is the principal US federal statute aimed
at preventing money laundering. Pursuant to the BSA and implementing regulations
administered by the Department of the Treasury’s Financial Crimes Enforcement Network
(FinCEN), various types of financial institutions are required to comply with comprehensive
AML-related requirements, including to implement and maintain risk-based AML compliance
programmes that meet certain minimum standards.? Regulated financial institutions
include:

- banks (except bank credit card systems);
« brokers or dealers in securities;

+ money services businesses;

- telegraph companies;

+ casinos;

+ card clubs; and

+ any person subject to supervision by any state or federal bank supervisory authority.m

Money services businesses are a broad subset of regulated financial institutions and include:

+ dealers in foreign exchange;

+ cheque cashers;

« issuers or sellers of traveller's cheques or money orders;
+ providers and sellers of prepaid access;

+ money transmitters; and

+ the United States Postal Service.m

Significantly, various other entities that can play key roles in the US financial system currently
fall outside the scope of the BSA framework, including registered investment advisers,

private investment vehicles, certain third-party payment processers, art dealers and real
estate professionals.

Challenges for global financial institutions under Explore on GIR £

conflicting legal regimes



https://globalinvestigationsreview.com/guide/the-guide-anti-money-laundering/third-edition/article/challenges-global-financial-institutions-under-conflicting-legal-regimes?utm_source=GIR&utm_medium=pdf&utm_campaign=The+Guide+to+Anti-Money+Laundering+-+Third+Edition

RETURN TO SUMMARY

The US government continues to assess the illicit finance risks relating to other types of
financial institutions that are not subject to comprehensive AML regulations to determine
whether additional AML measures would be appropriate. In 2024, FinCEN issued a final rule
Fsh,lbjecting registered investment advisers to AML requirements, beginning 1 January 2026.-

UNITED KINGDOM

The primary pieces of AML legislation are the Financial Services and Markets Act 2000, the
Proceeds of Crime Act 2002 and the Money Laundering, Terrorist Financing and Transfer
of Funds (Information on the Payer) Regulations 2017 (the 2017 Regulations). Many of the
UK authorities are based on EU AML directives, although changes have been made under
subsequent Iegislation.[6] Underthese authorities, regulated financial institutions are required
to implement AML programmes that collect information about customers and transactions,
including beneficial ownership, and report suspicious transactions. AML regulations apply
to:

« financial and credit businesses;

+ independent legal professionals;

+ accountants, tax advisers, auditors and insolvency practitioners;
« trust and company service providers;

« estate agency businesses;

« letting agency businesses;

+ casinos;

+ high value dealers;

+ art market participants;

« cryptoasset exchange providers; and

. . 7
« custodian wallet prowders.[ ]

Although the Financial Conduct Authority has primary responsibility for regulating AML in
the financial services industry in the United Kingdom, all regulated entities are required to
register with the supervisor that regulates their industry sector;ls] for example, casinos must
register with the Gambling Commission.

EUROPEAN UNION

AML standards across the European Union are set by directives established at the EU
level that are implemented through national implementing legislation. The legislation and
resulting jurisprudence must not deviate from EU rules; if it does, the directive prevails;lg]
however, the exact wording and methods of interpretation may vary from country to country.
In any event, the entities subject to AML regulation in the European Union are known as
obliged entities and include:

- credit institutions;

.. . . 10
+ financial |nst|tut|ons;[ ]
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certain natural or legal persons acting in the exercise of their professional activities,
including auditors, external accountants, tax advisers, notaries and other independent

. . . S 11
legal professionals engaged in certain actlvmes;[ ]

« trust or company service providers;

« estate agents, including when acting as intermediaries in the letting of immovable
property for transactions for which the monthly rent amounts to €10,000 or more, or
the equivalent in the national currency;

+ persons trading in precious metals and stones;
- providers of gambling services;
« crypto-asset service providers;

- traders of luxury goods (beginning July 2027); and

- football clubs and agents (beginning July 2029)4[12]

As much of the enforcement of AML regulations is left to EU Member States, there is currently
no EU-wide AML regulatory authority; however, the Sixth Anti-Money Laundering Directivel™

proposed the establishment of such an authority, the AML Authority (AMLA)[”]

In February 2024, the European Council and Parliament reached an agreement to establish
the AMLA, which will regulate AML-related obligations in the financial sector™ The AMLA
has begun to establish operations and anticipates it will become fully operational by 1
January 2028."®! Financial intelligence units in EU Member States will remain the primary
regulators of non-financial sector obliged entities.I"”!

INFORMATION COLLECTED

One of the primary features of the AML requirements for financial institutions is the general
requirement to collect and verify identification information from customers when opening
an account and to conduct continuing customer due diligence (CDD) periodically thereafter;
however, there are subtle differences among the regimes regarding what exactly must be
collected, and frequent updates to the requirements, so global financial institutions must
stay informed about the differing requirements. The sections below discuss key aspects of
the regimes in the United States, the United Kingdom and the European Union.

UNITED STATES

Regulated financial institutions in the United States are required to develop and implement a
customer identification programme that establishes procedures for identifying and verifying
the identity of each customer who opens a new account, so that the financial institution can
form a reasonable belief that it knows the true identity of each customer.™ As a minimum,
financial institutions must obtain a name, a date of birth (for natural persons), an address
and an identification number."®

Financial institutions must collect information regarding the beneficial owners of legal entity
customers at the time a new account is opened.m] As of 1 January 2024, FinCEN expanded
this requirement by establishing beneficial ownership reporting requirements under the
Corporate Transparency Act, which requires corporations and other legal entities to directly
report information about their beneficial owners to FinCEN.2" These reporting requirements
have been mired by legal challenges, and a number of pending cases and legislative
proposals could affect the implementation of the Corporate Transparency Act going
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forward 24 FinCEN is also considering proposals to reduce the Corporate Transparency Act's
compliance burden on businesses

The beneficial ownership requirements for financial institutions’ and other legal entities’
customer identification programmes are broadly similar to the information that institutions
must report under the Corporate Transparency Act®¥ certain regulated financial institutions
are required to establish due diligence programmes that include specific, risk-based and,
where necessary, enhanced procedures and controls reasonably designed to enable the
financial institution to detect and report known or suspected money laundering conduct
involving a foreign correspondent account

In addition, the Travel Rule requires regulated financial institutions to pass specified
information to the next financial institution in funds transmittals of more than USS$3,000
involving more than one financial institution — whether in US dollars, virtual currencies
or foreign currencies ! Necessary information includes the name, account number and
address of the transmitter, the amount and execution date of the transmittal order, and the
identities of the transmitter's and the recipient’s financial institutions. Significantly, FinCEN
has proposed lowering this threshold to USS$250 for transactions that begin or end outside
the United States !

UNITED KINGDOM

Similarly to the United States, the United Kingdom requires financial institutions to identify
their customers through CDD using a risk-based process. Firms must apply CDD measures
when they establish business relationships, suspect money laundering or terrorist financing,
carry out an occasional transaction or doubt someone’s prior identification verification. 2%l
These requirements mirror EU AML requirements. CDD verification includes the identify of
an individual and beneficial ownership information about individuals owning 25 per cent or
more of a legal entity.lzg]

CDD measures may be simplified or enhanced based on various risk factors as laid out in the
2017 Regulations (as amended), effectively creating a three-tiered approach[?'o] Simplified
CDD is permissible when a financial institution determines that the business relationship or
transaction presents a low risk of money laundering or terrorist financing based on whether:

+ the customer is a public administration or enterprise, a financial institution itself
subject to AML regulation, an individual located in the United Kingdom or a third
country with effective systems for AML and countering terrorist financing, or a

. 131
company whose stock is traded on a regulated market;” " or

+ the product is considered low risk, for example, certain life insurance and pension
schemes, a child trust fund, or a product where the risks of money laundering or
terrorist financing are low because of the characteristics of the product (such as
transparent ownership).lsz]

If simplified CDD is permissible, the financial institution is not required to conduct the
standard CDD procedures.ml Conversely, enhanced CDD is necessary when circumstances
relating to the transaction or the customer indicate a higher risk of money laundering or
terrorist financing, such as:

+ any business relationship with a person or a transaction concerning a third country
identified as high risk;
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+ correspondent relationships with a credit institution or financial institution;

- if the customer or potential customer is a politically exposed person or a family
member or close associate of a politically exposed person;

« if it is discovered that the customer has provided false or stolen identification
documents and the financial institution continues to deal with the customer; and

« any other case where the financial institution determines that there is a high risk of
' ' : . . - [34]
money laundering or terrorist financing based on the available information.

If enhanced CDD is required under the circumstances of a transaction, the financial
institution must obtain additional information about the customer (and their beneficial owner,
if applicable), the intended nature of the business relationship, the source of funds and the
customer's wealth, and the reason for the transaction.®! Further, approval of the financial
institution’s senior management is required and the financial institution must conduct
enhanced monitoring of the customer.®

The United Kingdom has an established registry, similar to the new US beneficial ownership
database, that records people with significant control (PSC) in entities.®”' PSC are individuals
who control 25 per cent or more of the shares or voting rights in a company, hold the right
to appoint the majority of the board of directors or otherwise have the right to exercise
significant influence over the company.ml The PSC registry, established in 2016, requires UK
companies and other legal entities to identify who owns and controls them with Companies
House, a UK executive agency. Further, the Register of Overseas Entities, established in 2022
and the first of its kind, requires overseas entities that own UK property to identify their
beneficial owners !

Similar to the US Travel Rule, the United Kingdom requires that financial institutions transmit
information about the payer and payee when transferring funds. The UK rules mirror the
EU Funds Transfer Regulation,[4°] which requires payment service providers to provide
information about the payer (e.g., name, account number, address and identification number)
and payee (e.g., name and account number).[‘"] Unlike the US Travel Rule, the United
Kingdom does not have a threshold for when this information must be reported; it must
be reported on all transactions. 3 This was extended to crypto payments on 23 September
2023 for transactions worth more than €1 ,OOO.[43]

EUROPEAN UNION

Obliged entities must establish policies, controls and procedures to ensure compliance
with EU AML law.* The European Union requires obliged entities to conduct CDD when
establishing a relationship, conducting an occasional transaction, when there is a suspicion
of money laundering or terrorist financing, or when there are doubts as to the veracity or
adequacy of previously obtained customer identification data. ™ Like the United Kingdom,
the European Union requires obliged entities to collect beneficial ownership information for
legal entities, mirroring the 25 per cent requirement.[46]

EU Member States must establish beneficial ownership registries,[47] This information is
collected in a central register, the Beneficial Ownership Registers Interconnection System
(BORIS). Although individual national beneficial ownership registries are publicly available,
the European Court of Justice held in November 2022 that BORIS cannot provide public
access to the information held in national beneficial ownership registers.[48]
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Similar to the United States and the United Kingdom, the European Union requires payment
service providers to ensure that transfers of funds are accompanied by information about
the payer (e.g., name, account number, address and identification number) and payee (e.g.,
name and account number),[49] Like the United Kingdom, the European Union does not set a
threshold for when this information must be provided; however, Member States may choose
to waive these information transfer requirements when the transfer is €1,000 or less ¥

The European Union extension of its Travel Rule to crypto payments took effect on 30
[51]
December 2024.

REPORTING REQUIREMENTS

Reporting suspicious activity and transactions is the foundation of the AML reporting
framework across regimes because of how critical it is to the regulators and law enforcement
authorities that use the information reported to combat financial crimes; however, the
structure and specific requirements of suspicious activity and transaction reporting vary.
Moreover, regimes differ with respect to other types of reports that are required.

UNITED STATES

All' US financial institutions are required to file two principal types of reports with FinCEN:
suspicious activity reports (SARs) and currency transaction reports (CTRs). The filing of
these reports significantly contributes to the compliance burden that financial institutions
face.

Banks and other financial institutions must file a SAR with FinCEN when financial institutions
know of or suspect violations of law or observe suspicious activity by a customer.® A
suspicious transaction may involve funds derived from illegal activities or evasion of BSA
requirements or have no apparent lawful purpose.lsa] SARs are confidential and may not be
disclosed to any person, including the subject of the SAR B4 Other financial institutions are
subject to the same SAR requirements, with an emphasis on the use of their services to
facilitate criminal aotivity.lss]

All financial institutions other than casinos are required to file CTRs for transactions that
involve the payment or transfer of more than USS10,OOO.[56] In connection with CTRs,
financial institutions are required to record the name and address of the person presenting
the transaction, among other personal information ! Evasion of CTRs through multiple
transactions below the US$10,000 threshold is known as structuring and is expressly
prohibitedlsa] FIinCEN is seeking to expand its oversight of cash transactions by proposing
new SAR requirements on certain professionals involved in all-cash residential real estate
transactions.**!

Although financial institutions are required to file CTRs, all US persons must report receipt
of more than US$10,000 in cash in one transaction.®® Courts are required to make similar
reports in connection with the receipt of bail ¥ The requirement that US persons report cash
transactions at the same threshold as the requirement for financial institutions to file CTRs
is designed to mitigate the risk that money launderers and terrorist financiers attempt to
bypass AML reporting systems by transacting in cash.

UNITED KINGDOM

Although the United Kingdom requires firms in the regulated sector to submit SARs, there
is no equivalent to CTRs. SARs must be submitted to the National Crime Agency when a
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firm knows, suspects or has reasonable grounds to know or suspect that a transaction or
other activity may be linked to money laundering or terrorist ﬂnancing.[62] As with the United
States, the United Kingdom prohibits disclosure that a SAR has been made, including to the
subject of the report.[63]

EUROPEAN UNION

Obliged entities must report to their national financial intelligence unit all suspicious
transactions in a suspicious transaction report (STR).[64] A transaction is considered
suspicious where the obliged entity knows, suspects or has reasonable grounds to suspect
that funds are the proceeds of criminal activity or relate to terrorist financing. As in the
United States and the United Kingdom, the existence of an STR must not be disclosed
to the person who is the subject of the report or any other third party.[65] Like the United
Kingdom, the European Union has no requirement that transactions over a certain threshold

be automatically reported as with the US CTRs.

COMPLIANCE CONFLICTS

International financial institutions and others subject to multiple AML regimes should
understand the differences between the programmes to ensure that their compliance
programmes address each relevant jurisdiction. Activity that is reportable in one jurisdiction
is not necessarily reportable in all jurisdictions, and some entities — such as law firms — may
be required to enact AML programmes in Europe and the United Kingdom but not the United
States.

RECOMMENDATIONS FOR NAVIGATING MULTIPLE AML REGIMES

Although the AML laws and regulations of the United States, the United Kingdom and the
European Union share many similarities, the differences discussed above (among others)
mean that developing an AML compliance programme that is consistent with each regime is
more complicated than it may seem at first. Given this complexity, some financial institutions
with group companies in each regime choose to implement group-wide AML policies
and procedures that apply the most restrictive regime globally, especially with respect to
CDD-related issues and overall programme management. Nevertheless, local laws must still
be followed when it comes to reporting and information-sharing procedures, as well as the
appropriateness of relying on another person to conduct any aspect of a regulated entity’s
regulatory requirements.

More generally, effective AML compliance programmes in each of these regimes will include:

+ an AML risk assessment that is periodically reviewed and updated;
- development of written internal policies, procedures and controls;
+ designation of an AML compliance officer;

+ regular AML employee training;

+ independent testing or auditing of the AML programme;

+ appropriate risk-based procedures for conducting continuing CDD to understand the
nature and purpose of customer relationships and to conduct continuing monitoring
to identify and report suspicious transactions and, consistent with the level of risk, to
maintain and update customer information; and
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policies and procedures covering CDD, risk management, internal controls, reporting
and record-keeping.

In addition, a financial institution's board of directors should provide sufficient oversight
for senior management in the maintenance and enhancement of the AML compliance
programme.

CONFLICTS BETWEEN AML REQUIREMENTS AND DATA PRIVACY RESTRICTIONS

The increasing digitisation of global financial services and transactions has intensified the
threat associated with the potential unauthorised access to financial information. More than
ever, individuals’ financial information is at risk of being exposed and leveraged without their
consent.

To address these concerns, financial institutions are subject to various restrictions on how
they may collect, use and share personal information, to better safeguard the privacy and
integrity of their customers’ financial information. Conversely, financial institutions are also
subject to disclosure obligations for the financial information they collect in the context of
reporting obligations under AML laws.

The convergence of AML requirements and data privacy restrictions raises a unique set of
challenges for financial institutions and regulators: on the one hand, the objective of AML
regulations is to create transparency to combat illicit financial activities and protect the
integrity of the global financial system; on the other hand, privacy and data protection laws
seek to restrict the disclosure and handling of personal financial information to prevent any
unauthorised access, use or disclosure of such information.

EXISTING FINANCIAL PRIVACY RESTRICTIONS

The requirements introduced by national AML regimes share greater symmetry at the
international level than do national and regional privacy regimes — especially in the United
States and the European Union — which take distinct approaches to privacy and protecting
personal information. Although both jurisdictions recognise the importance of privacy, there
are notable differences in their legal frameworks governing data protection.

In the United States, personal information is typically the property of the data holder. The US
Constitution does not explicitly mention privacy, but the Supreme Court has ruled that the Bill
of Rights creates ‘zones of privacy’ within several Amendments, including the first (freedom
of speech), third (privacy of the home), fourth (protection of the person and possessions
against unreasonable searches and seizures) and fifth (self-incrimination). In the European
Union, privacy is a fundamental right, and personal information ownership is vested in the
individual, regardless of the institution holding the data.

Furthermore, in the United States, privacy protection is primarily regulated at a sectoral
level. The United States does not have a comprehensive federal privacy law comparable to
the European Union's General Data Protection Regulation (EU GDPR);[“] instead, the United
States relies on a patchwork of industry, audience or data-specific federal privacy and data
security laws and regulations (e.g., healthcare, banking and financial services, children and
biometric data), as well as state privacy laws focused on consumer protection (e.g., the

California Consumer Privacy Act).

In contrast, the European Union takes a largely harmonised and comprehensive approach
to regulating privacy with the EU GDPR at its centre. With very few exceptions, the EU GDPR

Challenges for global financial institutions under

rA
conflicting legal regimes Explore on GIR 2



https://globalinvestigationsreview.com/guide/the-guide-anti-money-laundering/third-edition/article/challenges-global-financial-institutions-under-conflicting-legal-regimes?utm_source=GIR&utm_medium=pdf&utm_campaign=The+Guide+to+Anti-Money+Laundering+-+Third+Edition

RETURN TO SUMMARY

applies uniformly across all 27 Members States and the countries in the European Economic
Area (EEA) and sets out a strict framework for data collection, processing and transfer.
When the United Kingdom withdrew from the European Union in 2020, the EU GDPR was
incorporated into United Kingdom law as the UK General Data Protection Regulation (UK
GDPR).7!

FINANCIAL PRIVACY IN THE UNITED STATES
OVERVIEW

Regulation of financial information in the United States is spread across a host of
government entities’®® and gives financial institutions considerable control over the terms
and services they provide, as well as over how they use customer data. Generally, the United
States operates under an opt-out model, whereby an individual's personal information may
be processed by a business unless the individual explicitly objects to the processing and
informs the company. In addition, US financial institutions’ requirements with respect to the
privacy of financial information are generally limited to informing individuals of their rights
and any changes to their policies and procedures. As a result, individuals have limited power
over their financial information in the United States once they sign up for services, in contrast
to the EU model, which provides data ownership to the individual.

Below is an overview of the key financial privacy laws in the United States, outlining their
scope and purpose and the privacy obligations they impose on financial institutions.

GRAMM-LEACH-BLILEY ACT

Enacted in 1999, the Gramm-Leach-Bliley Act (GLBA) generally provides the general
framework for the confidentiality of records in the financial sector.®¥ It aims to safeguard
consumers’ personal information held by financial institutions.

Under the GLBA, financial institutions are required to:

+ provide customers with a notice explaining how they share and protect their personal
information,

+ offer customers the right to opt out of having their personal information shared with
third parties; and

- refrain from disclosing their customers’ personal information to any third-party
marketer.

Along with privacy standards and rules, in 2003, the GLBA established additional security
standards in the form of the ‘Safeguards Rule’, which requires certain security controls to
protect the confidentiality and integrity of personal consumer information. Under the GLBA
Safeguards Rule, financial institutions must design and implement specific information
security policies and procedures to protect their customers’ financial information against
security threats and unauthorised access to, or certain uses of, such records or information.
The programme must be appropriate for the size, complexity, nature and scope of the
activities of the relevant institution. Financial institutions must also report certain data
security incidents to the Federal Trade Commission (FTC) if certain thresholds regarding
affected individuals are met.

FAIR CREDIT REPORTING ACT

Challenges for global financial institutions under Explore on GIR £

conflicting legal regimes



https://globalinvestigationsreview.com/guide/the-guide-anti-money-laundering/third-edition/article/challenges-global-financial-institutions-under-conflicting-legal-regimes?utm_source=GIR&utm_medium=pdf&utm_campaign=The+Guide+to+Anti-Money+Laundering+-+Third+Edition

RETURN TO SUMMARY

The Fair Credit Reporting Act (FCRA) was passed in 1970 to regulate the collection of and
access to consumers’ credit information and to address the fairness, accuracy and privacy
of the personal information contained in credit report files.7 1t governs how consumer
reporting agencies provide consumer reports, which are used to assist in establishing a
consumer's eligibility for credit " A consumer report may include information about a
person’s credit standing, creditworthiness, credit capacity, character, general reputation and
mode of living.

The FCRA defines the scope and obligations of users who are allowed to obtain a consumer
report. Users include businesses, which may use the information in deciding whether to
make a loan or sell insurance to a consumer, and employers making employment decisions,
as long as they have a ‘permissible purpose’ under the FCRA to obtain a consumer report.
Permissible purposes for obtaining a consumer report include:

+ acourt order,;

+ a written consumer request;

- employment purposes (e.g., hiring);

+ underwriting of insurance pursuant to a consumer application;

+ a legitimate business need in the context of a business transaction initiated by the
consumer; or

* reviewing a consumer’s account to determine whether the consumer meets the terms
of the account.

Additionally, the FCRA provides consumers with certain rights over their consumer reports,
including to:

+ access and review the accuracy of the credit report;

« notice if information in their report has been used against them when applying for
credit or other transactions;

« dispute and correct any information contained in their report that is incomplete or
inaccurate; and

+ remove outdated and damaging information after seven years for most cases or 10
years for some bankruptcies.

FAIR AND ACCURATE CREDIT TRANSACTIONS ACT

The Fair and Accurate Credit Transactions Act (FACTA) was passed by Congress in 2003
and made substantial amendments to the FCRA to include provisions on identity theft and
other subjeots.m] In particular, it enabled a number of consumer protections, such as the
truncation of payment card information, so that receipts would not reveal the full numbers.
It also gave consumers new rights to obtain an explanation of their credit scores.

FACTA established two major rules in the data processing of financial consumer information:

+ The ‘disposal rule’ set requirements for how financial institutions must destroy
consumer reports to prevent any unauthorised access to non-public consumer
. . 73
information.”
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The ‘red flags rule’ requires financial institutions to develop and implement written

identity theft detection programmes that can identify and respond to the red flags
. . . [74]

that signal identity theft.

RIGHT TO FINANCIAL PRIVACY ACT

The Right to Financial Privacy Act (RFPA) permits federal government authorities access to
financial information only where the government has made a legitimate request pursuant
to a valid court order.”® The RFPA allows financial institutions to provide information upon
government request if:

« the institution keeps appropriate records of a customer’s financial records;
+ the records are relevant to a legitimate law enforcement enquiry;

- the records are properly requested via an administrative subpoena, search warrant,
judicial subpoena or formal written request; and

+ the customer is given notice of the disclosure and an opportunity to object to the
disclosure request.

DODD-FRANK ACT

The Consumer Financial Protection Act (the Dodd-Frank Act) was enacted in 2010 as
a response to the 2008 financial crisis and, among numerous other reforms, created
the Consumer Financial Protection Bureau (CFPB). The CFPB oversees the relationship
between consumers and financial institutions and generally assumes rule-making authority
for specific existing laws concerning financial privacy (e.g., the GLBA and the FCRA).ml

The Dodd-Frank Act empowered the CFPB to enforce against ‘abusive acts and practices,
which had previously been a power reserved to the FTC and the state attorneys general. An
abusive act or practice may include an act or practice that:

1. materially interferes with the ability of a consumer to understand a term
or condition of a consumer financial product or service; or

2. takes unreasonable advantage of—

1.a lack of understanding on the part of the consumer of[?e
Q}aterial risks, costs, or conditions of the product or service.__

For instance, the CFPB holds the power to bring enforcement actions for unfair or deceptive
privacy policies and other aspects of privacy and security protection by financial institutions.

CALIFORNIA FINANCIAL INFORMATION PRIVACY ACT

The California Financial Information Privacy Act (CFIPA) expands the financial privacy
protections afforded under the GLBA for California consumers.”® The CFIPA increases
financial institutions’ disclosure requirements and provides California consumers with
additional rights with regard to the sharing of their personal information; for example,
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it requires financial institutions to obtain written opt-in consent from consumers before
sharing any personal information with non-affiliated third parties. Similarly, the CFIPA
provides California consumers with the right to opt out of information sharing between their
financial institutions and affiliates.

FINANCIAL PRIVACY IN THE EUROPEAN UNION AND THE UNITED KINGDOM

The EU GDPR was implemented in 2018 and is the cornerstone of European financial privacy
laws. Both the EU GDPR and the UK GDPR set forth rules for data processing, storage,
retention and record-keeping that apply to any businesses and organisations that perform
operations on the personal information of individuals living in the European Union, regardless
of where the processing of the data takes place.

Within the financial sector, these obligations have far-reaching implications, compelling
financial institutions to ensure the utmost protection of their customers’ financial
information, transparency and accountability. These obligations include the following:

+ Having a lawful basis for data processing: under the EU GDPR and the UK GDPR,
personal information must be ‘processed lawfully, fairly and in a transparent manner
in relation to the data subject'.m] In other words, personal information must be
processed only if a legal ground exists. Acceptable legal grounds under the EU GDPR
and the UK GDPR include consent, contractual performance, legal obligation, public
interest, vital interest of individuals and legitimate interest.

+ Transparency and providing privacy notices: the EU GDPR and the UK GDPR place
significant emphasis on providing individuals with clear and easily understandable
im‘orm?ti]on regarding how their personal information is collected, processed and
stored.®®

+ Purpose limitation: under the EU GDPR and the UK GDPR, covered businesses
must collect and process personal information only to accomplish a specific legal
purpose and cannot process personal information beyond that purpose unless the
further processing is considered compatible with the purpose for which the personal
information was originally collected

- Data minimisation: the principle of data minimisation establishes that a covered
business must collect and process personal information only that is relevant,
necessary and adequate to accomplish the purpose for which it is processed.m] As
a result, under the EU GDPR and the UK GDPR, businesses are required to carefully
assess the necessity and proportionality of the personal information collected and

limit it to what is directly relevant and necessary to accomplish a specified purpose.m]

« Establishing retention periods: the EU GDPR and the UK GDPR establish that personal
information must not be kept for longer than necessary for the purpose for which the
personal information is processed. In other words, once the information is no longer

. [84]
needed, it must be securely deleted.

In addition to the EU GDPR, in 2020, the European Parliament adopted a revised version
of the Payment Services Directive (PSDZ),[85] The PSD2 regulates payment providers and
sets rules for access to payment account information. It aims to reduce fraud, improve
customer choice and introduce new requirements for payment service providers while
enhancing consumers’ control over their financial data. in particular, the revisions require
that payment service providers obtain explicit customer consent for accessing and using
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their payment account information. Customers must be provided with clear information
about how their data will be used and have the ability to grant or revoke their consent at any
time.

In 2024, the European Union enacted the world's first comprehensive law regarding the use of
artificial intelligence (Al): the EU Al Act® The law has significant extraterritorial reach and is
applicable to entities that provide services relating to Al to individuals based in the European
Union, even if the entity is based outside of the European Union. The proliferation of the use
of Al systems provided, used or regulated by companies engaged in financial services with
a European nexus would likely bring these entities (and the financial data processed under
the systems) within scope of the EU Al Act’s requirements.

The EU Al Act creates a risk-based classification scheme for Al systems placed into the
market. To the extent that Al is used to assess eligibility criteria or perform profiling of
an individual (e.g., in furtherance of credit screening or other financial services), the Al
system may be considered ‘high risk” and therefore subject to accompanying compliance
obligations, including those relating to transparency, data governance and risk mitigation.

CONFLICTING ACCOUNTABILITIES: AML VERSUS PRIVACY

The legal disconnections between the US and EU financial privacy laws and the AML
regimes present unique challenges to the ability of global financial institutions to
implement consistent policies and procedures across their business and jurisdictions. These
disconnections may also leave a gap for unauthorised data-gathering and illicit economy.

The rules and restrictions under the EU GDPR and the UK GDPR imposed on financial
institutions conflict with AML regulations. The overarching effect of the EU GDPR and the UK
GDPR is to regulate and, to a certain extent, limit the circumstances under which data can be
processed. These requirements raise an inherent risk of conflict between the EU GDPR and
the UK GDPR and the AML regimes if they are not implemented in alignment. In particular,
the following key issues call for careful consideration:

* Retention of records: AML requirements across jurisdictions generally require covered
financial institutions to retain records to prevent, detect and investigate possible
money laundering or terrorist financing after the end of the business relationship
with a customer or after the date of an occasional transaction.®® By contrast, the
EU GDPR and the UK GDPR require that personal information not be kept longer than
necessary than the purpose for which is was collected and provide individuals with
a right to erase their personal information (the right to be forgotten).lsg] This dual
standard creates complexities for global financial institutions when storing data for
AML purposes.

+ Data sharing with third countries: owing to differing data protection standards and
legal frameworks across jurisdictions, cross-border data transfers present significant
challenges when reconciling privacy and AML compliance. The EU GDPR and the
UK GDPR hold financial institutions accountable for any data transferred outside
the EEA or the United Kingdom to a third country, stipulating that the data can be
shared only with a recipient country that provides adequate safeguards with respect
to such transfer;lgo] however, many countries are not considered adequate by the
European Union and the United Kingdom. This situation creates a potential conflict
for organisations operating in both the European Union and other jurisdictions when
transferring personal information for AML purposes, as organisations must ensure
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compliance with both AML obligations and EU GDPR and UK GDPR data transfer
restrictions.

The existing legal disconnections between the AML and privacy regimes also raise risks in
the context of access to records by government authorities for AML purposes. Governments
often emphasise the need for access to financial records and customer information to
effectively combat money laundering and other financial crimes. Financial information is
particularly interesting to states as it can help to track illicit economic flows and potentially
dangerous networks, which causes financial information to exist as both commercial
information and a source of intelligence for governments; however, this can conflict with
individuals’ privacy rights and the principles of proportionality and necessity. Striking the right
balance between national security imperatives and privacy considerations is a continuing
challenge.

For instance, in the United States, law enforcement agencies may access financial
information if they obtain a warrant under Fourth Amendment jurisprudence. Additionally,
financial privacy protections are increasingly threatened by a growing commercial
surveillance industry that involves the collection of vast amounts of purchase-level
transactional and precise geolocation information that presents significant opportunities
for commercial data brokers to leverage financial data in the absence of controlling privacy
laws "' Much of this data is available for purchase from brokers by almost anyone, including
law enforcement agencies with little oversight or protections against the circumventions of
existing constitutional protections against illegal searches and seizures 2

However, there are indications that US laws are trending towards affording consumers
great protections with respect to their personal information collected by commercial data
brokers. In 2023, California enacted a law that requires data brokers to register with the state,
undergo periodic compliance audits and delete data from their databases within 45 days of
a consumer’s request.[%]

CONCLUSION

Global financial institutions must carefully review their legal obligations in each jurisdiction
in which they operate. This is especially true of AML and data privacy requirements and
considerations, which may be in tension or vary significantly. While jurisdictions employ
their respective AML regulations to combat illicit financial activities and safeguard the
integrity of the global financial system, they also use privacy and data protection laws to
restrict the disclosure of and prevent unauthorised access, use and disclosure to personal
financial information. The laws vary by regime, with the United States taking a sectoral,
patchwork approach that contrasts with comprehensive protections afforded to individuals
in the European Union and the United Kingdom. Global financial institutions sit at the centre
of these regimes, warranting thoughtful consideration of their cross-border obligations.
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el 31 C.FR. §1010.311.
57131 C.FR. §1010.312.
8131 C.FR. §1010.314.

[5el Proposal, ‘Anti-Money Laundering Regulations for Residential Real Estate Transfers’, 89
Fed. Reg. 12,424, FInCEN.

€ 31 ¢.FR. §1010.330.
131 c.FR §1010.331.

l62] Proceeds of Crime Act 2022, Section 331.

631 |4 Section 333A.
641 AMLD4, Article 33,
[65] Id., Article 39.

feel Regulation (EU) No. 2016/679 on the protection of natural persons with regard to the
processing of personal data and the free movement of such data (General Data Protection
Regulation) (EU GDPR).

57 The EU GDPR was transposed into UK law under the European Union (Withdrawal) Act
2018, as amended by the European Union (Withdrawal Agreement) Act 2020, as set out in
the UK Data Protection Act 2018 (UK GDPR).

(8] The applicable regulatory authority depends on the financial institution at play but may
include the Federal Trade Commission (FTC), the Federal Reserve, the Consumer Finance
Protection Bureau, the Office of the Comptroller of the Currency, the Commodity Futures
Trading Commission and the Securities and Exchange Commission. The state attorneys
general may also be involved.

9] ramm-Leach-Bliley Act, 15 U.S.C., Subchapter |, Sections 6807 to 6809 (1999).

79 19 ¢ FR_Part 1022 - Fair Credit Reporting (Regulation V), Consumer Financial Protection
Bureau.

71y,

721 16 C.ER. Part 682 - Disposal of Consumer Report Information and Records; see
webpage, ‘The Fair Credit Reporting Act (FCRA) and the Privacy of Your Credit Report-
', Electronic Privacy Information Center.

73] Webpage, 'Disposing of Consumer Report Information? Rules Tell How', FTC (June 2005).

741 16 ¢ ER. Part 681 - Identity Theft Rules.

75195 U.s.C. § 3402, et seq.

761 Dodd-Frank Wall Street Reform and Consumer Protection Act, 12 U.S.C. § 5512.
7714, at 12 U.S.C. § 5531.

78] ¢ alifornia Financial Code, Section 4050 et seq.

7 £y GDPR, Article 5(1)(a); UK GDPR, Article 5(1)().
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https://globalinvestigationsreview.com/guide/the-guide-anti-money-laundering/third-edition/article/challenges-global-financial-institutions-under-conflicting-legal-regimes?utm_source=GIR&utm_medium=pdf&utm_campaign=The+Guide+to+Anti-Money+Laundering+-+Third+Edition

RETURN TO SUMMARY

8 £y GDPR, Article 5(1); UK GDPR, Article 5(1).
B £y GDPR, Article 5(1)(b); UK GDPR, Article 5(1)(b).
82 £y GDPR, Article 6(1)(c); UK GDPR, Article 6(1)(c).

tes] Webpage, Data Protection Glossary — 'D’, European Data Protection Supervisor

B4 General Data Protection Regulation (GDPR), Recital 39.

8] Directives Nos. 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation No.
1093/2010, and repealing Directive No. 2007/64/EC.

(Bl g,

1671 ‘Proposal for a Regulation of the European Parliament and of the Council Laying Down
Harmonised Rules On Artificial Intelligence (Artificial Intelligence Act) and Amending Certain
Union Legislative Acts’, COM/2021/206 final.

881 Sixth Anti-Money Laundering Directive, Article 40(1).
8 GpPR, Recitals 30 and 53, Articles 17 and 18(2a).
994, Recitals 78 and 83.

B, August 2022, the FTC announced that it was exploring rules to crack down on data
brokers and highlighted the risks stemming from commercial consumer surveillance and
the absence of an adequate legal regime to control these practices. See press release, ‘FTC
Explores Rules Cracking Down on Commercial Surveillance and Lax Data Se

curity Practices’ (11 Aug 2022).

92 Eor example, US Immigrations and Customs Enforcement (ICE) was accused of
purchasing from data brokers transaction data from utility payments to identify allegedly
undocumented individuals for arrest and deportation. Some of the data used by ICE was
collected by the credit reporting agency Equifax from another data broker holding more
than 400 million utility records. See, ‘American Dragnet: Data-Driven Deportation in the 21st
Century’, Georgetown Center on Privacy and Technology (10 May 2022). See also Drew
Harwell, ICE investigators used a private utility database covering millions to purs

ue immigration violations’, The Washington Post (26 Feb 2021).

fos An actto amend Sections 1798.99.80, 1798.9981, 1798.99.82, and 1798.99.84 and to add
sections 1798.99.85, 1798.99.86, 1798.99.87, and 1798.99.89 to the Civil Code, relating to
data brokers, Cal. SB 362.
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